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Job Title: Security Engineer   

Location: Cape Town 

The role is to improve our security footprint in Cape Town and increase our service offering in the 

security space. 

 

Primary Role Accountabilities: 

 Develop and carry out information security plans and policies 

 Develop strategies to respond to and recover from a security breach 

 Develop or implement open-source/third-party tools to assist in detection, prevention and 

analysis of security threats 

 Awareness training of the workforce on information security standards, policies and best 

practices 

 Implement protections (Mcafee,Fortigate) 

 Installation and use of firewalls, data encryption and other security products and procedures 

(Mcafee,Fortigate) 

 Conduct periodic network scans to find any vulnerability (tenable networks) 

 Conduct penetration testing, simulating an attack on the system to find exploitable 

weaknesses 

 Monitor networks and systems for security breaches, through the use of software that 

detects intrusions and anomalous system behaviour 

 Investigate security breaches (fortianalyser, FortiSIEM or similar) 

 Lead incident response, including steps to minimize the impact and then conducting a 

technical and forensic investigation into how the breach happened and the extent of the 

damage 

 

Critical Requirements - Skills,  Experience & Qualifications: 

 

 Expertise in anti-virus software, intrusion detection, firewalls and content filtering 

 Knowledge of risk assessment tools, technologies and methods 

 Expertise in designing secure networks, systems and application architectures 

 Disaster recovery, computer forensic tools, technologies and methods 

 Planning, researching and developing security policies, standards and procedures 

 System administration, supporting multiple platforms and applications 

 Expertise with mobile code, malicious code, and anti-virus software 

 The IT security engineer should also have experience with and knowledge of: 

 cloud platform as a service (PaaS) security (AWS, Azure) 
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General Skills include: 

 

 The ability to multi-task 

 A keen eye for detail 

 Strong organizational skills 

 The ability to thrive in fast-paced, high-stress situations 

 The ability to communicate network security issues to peers and management 

 Fortigate NSE certification  

 CISSP (or studying towards) 

 McAfee certification  

 CEH – Certified Ethical Hacker (CEH) (or studying towards) 

 

 

Additional:  

 Please note that further checks will be conducted once the candidates are shortlisted (i.e. SA 

fraud check; ID verification; academic verification; criminal check). 

 Please ensure you provide an updated CV and updated certified qualifications including a 

certified copy of your ID. 

 Appointment is subject to conclusion of positive outcomes on these checks 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Christine Harper  

Tel: +27 21 529 0700 

Fax: +27 21 529 0710  
Email: Christine Harper   
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