Information Security
5
5 cyber security domains
are necessary to
completely secure your
organisation’s information.

Ps
Phones, PCs, printers are
all endpoint and network
attached devices that
expose your information to
risk. Tablets, USB memory,
laptops also need to be
monitored and secured.

24
24 hours per day. It is
important that all layers
and aspects of the
information technology
stack are monitored all of
the time to avoid your
information being
compromised.

PPT
People, processes and
technology need to be
tightly integrated to ensure
an information
environment that meets
acceptable risk tolerance
levels.

Information is one of your most important assets. The protection of all information assets is
necessary to establish and maintain trust between your organisation and your customers, to
maintain compliance with the law and to protect the reputation of the organisation.

Timely and reliable information is necessary for
decision support and to process transactions. An
organisation's financial wellbeing can be adversely
affected if information becomes known to
unauthorised parties, is altered, or is unavailable
when it is needed.

Forces impacting security posture
As the world becomes more connected, the traditional
security models falls away. Companies need to
acknowledge the change and implement technologies
that operate in orchestration as opposed to isolation.

Information security from Datacentrix is a process
by which a specialist team of engineers works with
responsible personnel in your organisation to protect
and secure your organisation's data, systems, media
and IT facilities. In addition, the process is essential in
protecting the privacy of customer information.
Organisations and their service providers should
maintain effective security programmes aligned with
their operational complexity. Security is not a onceoff control; it is an ongoing process that includes the
ability of the organisation to continually assess its
security position and react appropriately in the face
of rapidly changing threats, technologies and
business conditions.
Datacentrix works with you to establish and maintain
truly effective information security by continuously
integrating people, processes and technology to
mitigate risk in accordance with risk assessments
and acceptable risk tolerance levels. We will ensure
that your information is protected by instituting a
security process that identifies risks, builds
strategies to manage the risks, implements the
strategy, tests the implementation and monitors
your information environment to control the risks.

The ability to adapt to secure different user
connectivity requirements whilst ensuring that there is
not a loss of business continuity is always a challenge.
Datacentrix provides the skill set to ork alongside our
customers to understand their specific challenges and
customises solutions to fit within their existing and
future Information Technology framework.

Security is not a once-off control; it is an ongoing process that includes the
ability of the organisation to continually assess its security position and
react appropriately in the face of rapidly changing threats, technologies and
business conditions.

Objectives
Datacentrix uses five cyber security domains to architect holistic solutions that achieve the security requirements
of confidentiality, integrity, availability, accountability and assurance (governance). The five domains provide us with
a baseline by which we ensure that a client's environment has met the basic requirements around their security
posture.

Device security
End point
security
· Device control
· Removable
media
protection
· Encryption
·

Data
· Data loss
prevention
· Content
management
· Web and email
protection
· Database
activity
monitoring

Application
· Application
control
· CAS-B
· Application
firewalls

Assurance
Governance &
compliance
· Penetration
testing
· Remediation
· Incident
response
· Vulnerability
management
·

Network
· Firewalls
· Intrusion
prevention
· Proxy
· Advanced
threat
protection

Trusted process: Datacentrix Information Security Solutions
Governance and compliance
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Solution
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implement
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maintain
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and
improve

Information at rest
Information in motion
Information in use

CONFIDENTIALITY
INTEGRITY
AVAILABILITY

Technology Partners

About Datacentrix
Datacentrix is a complete ICT systems integrator, providing solutions and
services across the full information value chain to its customers. The company
uses leading technologies to drive customer business strategies, unlocking
efficiencies and empowering meaningful business insight.

We value partnerships and go the distance to establish trusting, lasting
customer and stakeholder relations. Our longstanding affiliations and
accreditations with our technology partners enable direct access to technology
using the shortest channels.

Our most valuable assets are captured in the minds and spirit of our people.
Every person at Datacentrix is a critical part of our service delivery model and
our strategy for generating sustainable value for our customers and
stakeholders.

It's our passion for excellence that drives our innovative and flexible solution
design. Datacentrix' value-driven strategy and proven execution capability
reinforce its position as one of the top ICT players in the local market.
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