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CEO MESSAGE

Welcome

Dear valued client
Leaders globally, both in government and business, are
contending with the challenges of managing the crisis that
has hit the world, whilst at the same time being acutely
aware of the impact any actions they take may have on the
economy. The interest of prioritising health concerns must
be balanced with the need to increase economic activity and
growth. When basic safety guidelines are followed, medical
professionals opine that the infection rates are signiﬁcantly
reduced. Therefore, a ecting behavioural change instead of
embarking on actions that impede economic activity seems
to be a logical approach. However, this is far easier said than
done considering humanity's nature and the need for social
interaction.
As di cult as it may be, organisations have a responsibility in
educating their people about the need to stay alert and
adhere to health protocols. It is imperative that businesses
demonstrate resilience and agility through achieving a
balance in prioritising the health of its people with the dire
need to keep economic activity and growth well-grounded in
its actions. The consequences of not doing so are frightening
to contemplate, including the societal challenges we face
such as unemployment, poverty and crime, amongst others.
History has proven that humanity is resilient, and that we will
ﬁnd ways of managing these obstacles. Some vaccines are
close to being approved and even though it may take some
time until it ﬁlters to our shores in a meaningful way, it will
reach us.
Business and information technology are intertwined,
arguably to some extent every company is a technology
company. In running their operations most organisations rely
on technology. To stay competitive and relevant, companies
should integrate technology with their business strategies
and determine which technologies can be potentially a
source of business innovation. Technologies such as Internet
of things (IoT), robotics, autonomous driving, cloud
computing, Artiﬁcial Intelligence, quantum computing,
consumer analytics, cybersecurity and networking are
priorities possibly on every leader's agenda. While
companies around the globe have been working towards
modernisation, no one could have predicted the crucial
acceleration of these strategies in 2020. The disruption is
a ecting all sectors and all businesses in varying degrees.

The question is not 'if you will be impacted', but, 'when' and
'to what extent'.
Technological developments are exerting increasing
pressure on organisations – leaders are not only contending
with competitive behaviour in their traditional sectorial
competitor landscape – but from new entrants that are able
to play across industries due to fundamental shifts that are
powered by technology. This is particularly evident in
banking, healthcare, insurance and retail. There are no
longer territorial advantages; and historical performance is
no longer a reliable indicator of future success.
At Datacentrix we view technology and “digital
transformation” from this business perspective. Our
engagement with clients is aimed at helping them address
and map out a unique roadmap to revolutionise their
business and unleash untapped business potential. The
solution design stems from technical and business
expertise, a consultative engagement and is di erent for
every client; for some it is an opportunity for a new
commercial model, for others its augmenting and/or
modernising existing capabilities. Datacentrix is pleased to
have partnered with numerous clients on their digitalisation
journeys and the feedback has been very heartening,
supporting the strategy and solution o erings. We are
looking forward to extending this capability into your
business.
I would like to take this opportunity to thank our loyal clients
for their ongoing support and for the trust you have placed
in us. We will continue staying abreast of developments to
provide on-going service excellence to you.
I am grateful for the health of our people and applaud the
collective e orts of our management and operational
teams, and for the support of our technology partners. I
urge you to maintain appropriate safety protocols to ensure
the well-being of all.
I trust that the information included in this issue will spark
conversations about what we can do to help you along your
journey towards achieving your business ambitions.
Keep well and stay safe.
Ahmed Mahomed
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Datacentrix and its employees
donate hundreds of thousands
towards COVID-19 support

Datacentrix and its sta members have donated hundreds
of thousands of rands to several non-proﬁt beneﬁciaries, in
support of feeding schemes as well as protecting more
vulnerable members of society during the South African
lockdown.
The organisation launched its 'This is US' (TiU) initiative in
May this year, pledging the ﬁrst R100,000 to this fund, in
addition to other company initiatives, to bring hope and help
to those in need across the Rainbow Nation. Voluntary
donations from Datacentrix's sta have more than doubled
the initial amount for the cause.
“The campaign, now a permanent corporate social
investment initiative, was started by Datacentrix with a view
of encouraging employees to play a role in supporting less
fortunate individuals who have been most a ected by the
COVID-19 pandemic,” explains Ahmed Mahomed, Chief
Executive O cer at Datacentrix. “Since launching TiU, our
employees have been contributing to the fund – out of their
own pockets – which has allowed the organisation to assist
with a number of causes.”
A representative committee was appointed to manage and
drive the initiatives and provide continuous communication
and reporting to management and sta .
“The funds raised by Datacentrix have gone to supporting
distressed communities and registered NPOs with a strong
focus on community support (children, abused women, and
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the elderly) with items such as food relief, toiletries, personal
protective equipment (PPE), and so on. Support has also
been provided to some former Datacentrix employees'
families who have retired, and to beneﬁciaries of sta
members who passed while working for the company.

“

South Africa’s poor and vulnerable
population has been most
affected by the pandemic and
resultant lockdown. Datacentrix
has long prioritised positive
social impact and it’s most
gratifying to see our employees
join together in support of this
objective.

Ahmed Mahomed, CEO

ADVERTORIAL

Datacentrix Forum focuses on
the essence of digital transformation
Datacentrix held an interactive virtual forum with
technology partner Dell Technologies. Hosted by veteran
presenter and self-admitted technophile, Aki Anastasiou,
the full day agenda included a keynote address on
'digimanity' by Rudie Raath, Chief Digital O cer at
Datacentrix, as well as a panel discussion addressing digital
transformation and how it is having an impact on business.
In his welcome talk, Datacentrix CEO Ahmed Mahomed
touched on how the business landscape has shifted
signiﬁcantly this year, stating that a mere 12 months ago,
many of us would not believe that we are where we are
today. “Technology saved the day early on in the COVID-19
pandemic, as companies were trying to get their employees
mobile as quickly as possible.
“I don't believe we've gone through the process of
strategically responding to a permanent remote workforce
environment. There are many issues still to be dealt with on
this level, such as access to the corporate network and the
extension of its boundaries into the homes of sta
members. Questions remain, such as how do you secure
this network; how do you deliver consistent performance to
the remote user; how do you measure productivity; and
how do you manage people working outside the traditional
corporate environment?”
According to Mahomed, from a business perspective, it is
critical to understand that digital transformation is not
about the technology. “Its strategic, we need to grasp how
an organisation will be able to gain business value, and this
is something that is underpinned by technology,” he
explains. “There's no question as to whether the digital
disruption we're seeing will impact on your industry – be it
ﬁnance, retail, mining or manufacturing – and your
business: it is a question of how and when. And if you are
not strategically evaluating this, you may very well be
disrupted.
“Part of the challenge is that the transformation now needs
to be done at an accelerated pace. There's no longer a

territorial advantage that companies in various sectors may
have had historically – like ﬁnancial services companies only
competing with one another – now your competitors fall
within di erent sectors too. With the use of technology,
businesses have to become more e ective and agile.”
Raath continued the digitalisation discussion in light of
COVID-19, stating that suddenly, connectivity is enabling a
corporate DNA transformation. “Over time, technology will
play a signiﬁcant role in developing a new, more evolved level
of humanity, with the building blocks of this process being
data and connectivity.”
Diving into where organisations could start to better
understand the role of data and connectivity within this
process, Raath provided practical advice on starting points,
and looked at trends for 2020 and beyond that would enable
this networking era.
The in-depth panel discussion focused on digital
transformation and its impact on how we interact with our
world, featuring input from Mahomed; Chipo Msimanga,
Partner Account Manager from Dell Technologies; Greg
McDonald, Director for Systems Engineering at Dell
Technologies; Given Ramadzanga, Senior Manager Media
and Network Architecture at MultiChoice; and Johann
Coetzee, Managing Director: Commercial and Technology
Solutions at Datacentrix. The conversation looked at how
digital transformation is more than just a technology stack,
but involves driving business outcomes – e ciencies,
growth, new business models and more – and how
companies can develop this approach to stay at the
forefront and continue to grow.
A practical example was provided by MultiChoice's
Ramadzanga, who also covered the measures taken by the
media organisation to keep the proverbial lights on during
COVID-19. This included redesigning media and engineering
network architectures and fast-tracking the organisation's
remote operations plans to suit the work-from-home
environment.

The full presentations, panel discussion, breakout
sessions and demonstrations are available online at
www.datacentrixdellforum.co.za
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SaaS Backup
Veritas SaaS Backup is a
cloud-to-cloud backup solution
that protects Ofce 365

Start protecting your mission-critical Ofce 365 data today.
Microsoft offers basic data protection for Ofce 365 users. To the surprise of many users, Microsoft has no remedy when you
accidentally delete something of importance or when business continuity is placed at risk due to the signicant increase in
ransomware and malware attacks. Veritas can help you achieve business resiliency and allow you to turn back time for your
systems when it is needed with just a couple of clicks. The need for end-to-end Ofce 365 protection has not changed – what
has changed is the urgency for greater protection.

Key Features
Comprehensive SaaS data protection –

Quickly nd and restore data – Easily go back and

Protect Ofce 365, Dynamics 365,

forth in time, browse data and restore at any level.

G-suite and Salesforce.

Recover individual items (le, e-mails) in seconds.

Easy-to-use – 3-step setup, takes two minutes.

Unlimited storage – No need to worry about

Set it and forget it with automated backups.

capacity planning and purchasing storage.

Restore lost data within a few clicks.

This is included in the service.

Congurable retention – Set retention

Secure and reliable – Data is encrypted in-ight

according to your organisation’s retention

and at-rest with TLS 1.2 and 256-bit AES

policy. Keep backup data for days or years by

utilising blockchain technology. Secure sign-in

application, by data type or by users/groups.

with SSO and MFA support.

More information about Veritas SaaS Backup can be found here:

www.veritas.com/form/trialware/saas-backup

COMPANY NEWS

Datacentrix wins significant
AFGRI Managed Services opportunity
Josua Taljaard, Business Unit Manager at Datacentrix; Pierre Durand, Head of IT and
Innovation, AFGRI Agri Services; and Rudie Raath, Chief Digital O cer at Datacentrix

Datacentrix has won a three-year managed services contract
with AFGRI Agri Services (AFGRI), with the aim of assisting
the agricultural services company with driving its digital
transformation strategy.
“The new project will incorporate the migration of AFGRI’s
traditional enterprise resource planning (ERP) solution as
well as its hosted e-mail system to a cloud-based platform,”
says Rudie Raath, Chief Digital O cer at Datacentrix. “In
addition, it will see us assisting AFGRI with the provision of
remote worker applications – from desktop support to
distributed call centre software – enabling a secure, truly
remote o ce set-up,” he adds.
The full contract encompasses the outsource of several
service ‘towers’ by AFGRI to Datacentrix, including:
·
·

·

·

Application support – such as productivity solutions and
website applications;
Data protection, continuity and recovery – including
cloud-based backup and restore management, media
management and database backup and restore;
Desktop support – the holistic, cloud-based management
of endpoints, business applications-speciﬁc software
image build and deployment services, as well as installs,
moves, additions, changes and deletions (IMACDs);
Hosting services – utilising capabilities that stretch
across typical data centre hosted co-location services as
well as multiple dedicated, private and public cloud
options, together with associated managed, support,

·

·

·
·

advisory, implementation and migration services;
Monitoring services – incorporating the components
required to provide a true digital experience monitoring
(DEM) environment for the total infrastructure, enduser and application monitoring focusing on the
interaction of people with the enterprise at a digital
level;
Network services – from uniﬁed communications to
the implementation of software-deﬁned wide area
networking (SD-WAN) technology and connectivity,
voice, hosting and cloud solutions, as well as network
visibility and segmentation;
Server support services – this includes directory, data
centre and collaboration/messaging support; and
Service desk support – here, Datacentrix will roll out a
fully functional service management suite.

“Datacentrix’s ability to establish trust and position
ourselves as a real strategic partner to AFGRI played a
critical role in the company’s appointment as an
outsourcing partner,” explains Josua Taljaard, Commercial
Business Unit Manager at Datacentrix. “In our ongoing
partnership with AFGRI, which spans close to 20 years,
Datacentrix has proved its role as a trusted advisor time
and again, by being ﬂexible and agile and willing to walk
the extra mile.
“We have already kicked o the due diligence process and
are busy with transitioning their environment onto the
Datacentrix Managed Services’ capability,” he states.
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Datacentrix tackles digital
transformation in local mining
sector, with first
virtual Mining
Indaba event

With a focus on how technology can help move the local mining sector into the future,
Datacentrix recently held the ﬁrst virtual version of its Mining Indaba event, welcoming an
audience of over 200 delegates. The 2020 Indaba was supported by Platinum sponsor,
Huawei, as well as Silver sponsors, OpenText and Tenable.
The two-hour event was concise, and reiterated the
importance of digital transformation with greater urgency
now than ever before in light of the COVID-19 pandemic.
In his welcome, Datacentrix CEO Ahmed Mahomed spoke
on the profound changes COVID-19 has had on the local
economy, on businesses and the way we work, as well as on
our personal lives and how these consequences will
continue to be felt in all areas into the future. “It stands to
reason that the e ects of technology – be it robotics,
artiﬁcial intelligence (AI), data mining, intelligent networks
or remote working environments – will also endure across
every industry, including the mining sector. The issues of
how mining companies operate, how they improve both
safety and productivity, and how they mine data, are
becoming increasingly critical when it comes to gaining
competitive advantage.”
Mahomed’s sentiment was echoed by the morning’s
keynote speaker, Chief Economist and Director of E cient
Group, Dawie Roodt, who discussed several trends that
were already well established pre-COVID: the so-called ‘gig
economy’ (also known as the ‘sharing economy’, with
reference to the likes of Uber and Airbnb); the increasing
use of online shopping platforms like Amazon; growing
numbers of remote workers; and a developing dependence
on AI and algorithms.
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“These are simply being accelerated because of the
lockdown,” he clariﬁed. “We have also seen that tertiary
sectors, more service-oriented businesses have become
much more important in recent years, while the primary
sectors, such as agriculture and mining, have been eclipsed.
“However, the real winners during this time will be those
primary sector businesses that manage to transform
themselves into secondary and tertiary players. For example,
the agriculture sector has already made changes, such as
genetic engineering or drones for instance. Global economic
growth is happening in one place, the tertiary services
industry.”
Roodt’s advice for individuals moving forward was to stay
informed, read, listen to analysts, and keep abreast of what is
going on in South Africa from both a political and economic
perspective. “Identify the risks within your speciﬁc industry,
and ensure that you are able to manage them.
“There are many opportunities in South Africa, and I urge
people to make use of them. The only way to have a
successful country is to have successful businesses.”
Included on the virtual Mining Indaba 2020 agenda was a
panel discussion with Two Rivers Platinum, a large
underground platinum mine located in Steelport, Limpopo.

“

Stay informed, read, listen to
analysts, and keep abreast of
what is going on in South Africa
from both a political and
economic perspective. Identify
the risks within your speciﬁc
industry, and ensure that you are
able to manage them.
The panel focused on the modernisation of the mine’s
underground WiFi with a view to improving both productivity
and safety. Mine management had considered establishing a
reliable and stable communication network despite the
complex environment, where challenges included the density
of the rock.
Said Gys Malan, Data and Communications Network
Solutions Architect at Huawei: “A proof of concept (POC) with
Datacentrix and Huawei put a modern network in place,
connecting people, equipment and management at Two
Rivers Platinum. The POC has enabled reliable underground
communications as well as live condition monitoring and realtime data feeds that empower informed decisions based on
the trends uncovered by this data.”
The transformation of the network has improved the mine’s
ability to react to challenges, making autonomous mining a
possibility. The POC has provided the mine access to greater
innovation and to the future state of mining. Malan further
spoke on the technical implementation of the POC in a
separate demonstration.
Rudie Raath, Datacentrix’s Chief Digital O cer, deliberated
the national corporate shift to remote working as a result of
the global COVID-19 pandemic, stating that many

Dawie Roodt, Chief Economist and Director of
E cient Group

organisations were not prepared for the full-scale remote
workforce adoption. His discussion highlighted the
signiﬁcant challenges that companies have faced, including
connectivity and cost management, the secure, remote
access to corporate applications, and user productivity.
Datacentrix has gained valuable insight in its own move to
remote work as well as from its role in mobilising its
customer base. Kitted with the right modernisation
strategies, technology adoption roadmaps and information
on the IT and operational technology (OT) environments,
Datacentrix helps customers mature and enhance their
operations and ensures business continuity, growth and
success.
Additional technology-focused content was provided by
Stephanie Rosenmayer, Business Unit Manager at
Datacentrix, who delved into the power of AI in mine
surveillance. “Traditionally, the camera was used for security
purposes only,” she explained. “Today, surveillance has
changed, and the camera has become a multipurpose
device that can collect information spanning far broader
areas. This data can inform business decisions by delivering
actionable intelligence to be used in operations,
manufacturing, health and safety, and even sales and
marketing.”
continues on page 9

“
Stephanie Rosenmayer, Business Unit Manager
at Datacentrix

Today, surveillance has
changed, and the camera has
become a multipurpose device
that can collect information
spanning far broader areas.
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Continued from page 8

Rosenmayer cited several cases where cameras deployed at
local mining sites were used to harness AI, speciﬁcally
behavioural analytics and deep learning. In one example, the
camera was able to recognise objects and categorise ‘normal’
behaviour, alerting operators to ‘unusual’ behaviour (in this
case, vehicles parked in the wrong place).
Datacentrix also installed a thermal camera at an open pit,
with the objective of picking out movement within the pit, of
vehicles or people, up to a distance of one kilometre. This
data assisted with meeting stringent health and safety
precautions to alert the mine in question about activity within
the pit prior to a blast.
She also emphasised the ability to mine petabytes of footage,
to demonstrate how data can be interrogated to ﬁnd deeper
information around a speciﬁc event. “By applying ﬁlters to
camera footage, mines can gain access to a host of
information not necessarily pertaining to surveillance. This
could include identifying common paths travelled and
generating an activity map, tracking the speed of vehicles,
testing facial recognition at entrance turnstiles, and even
tracking individuals throughout the mine to determine
whether they are wearing the appropriate personal protective
equipment (PPE), and whether they are adhering to social
distancing requirements.”
In keeping with the overall theme of the value of data, the
topic of accelerating productivity, governance and digital
transformation within mining was tackled by Datacentrix’s
Shakeel Jhazbhay, General Manager: Digital Business
Solutions, who stated that data is the new ‘gold’.
“During COVID-19, the gold price shot up even higher than oil,
so it makes sense then to describe the value of data within
this context,” he said.
Jhazbhay referred to a case study in which one of the world’s
largest mines, with over 100,000 employees, used content
services to integrate multiple, disparate business
management apps to de-duplicate and better leverage data.

To access these virtual Mining Indaba 2020
presentations and more, please visit
https://www.datacentrix.co.za/mining-indaba-2020.html.
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Shakeel Jhazbhay, General Manager:
Digital Business Solutions at Datacentrix

“

Of critical importance is marrying
structured and unstructured
content together through
integrated document and records
management, allowing an
organisation to gain value out of
the content layer instead of just
storing it.
This mine was also able to:
· Put standard policies in place across systems;
· Save time and costs related to managing multiple
software provider contracts;
· Do away with high volumes of physical documentation
and the associated storage expenses;
· Improve user interface integration;
· Better leverage ERP and CRM data; and
· Automate workspace updates and task management.
“The business beneﬁts in this particular project were
immediate access to information, improved decisionmaking, content sharing across the organisation, and the
reduction of risk, key in terms of the Protection of Personal
Information Act (POPIA) and the General Data Protection
Regulation (GDPR) coming into play.
“Of critical importance when it comes to digital
transformation in mining,” Jhazbhay said, “is marrying
structured and unstructured content together through
integrated document and records management, allowing
an organisation to gain value out of the content layer
instead of just storing it.

ADVERTORIAL

Building AI-boosted
Intelligent IP Networks

After more than 30 years of development, IP networks have
laid a solid foundation for network connectivity, and they're
critical to realising the ubiquitous connectivity that will power
an intelligent world. According to Huawei's Global Industry
Vision (GIV) 2025, 6.2 billion people will have access to the
Internet and 100 billion connections will exist worldwide by
2025. Moreover, all enterprises will use cloud services and 85
percent of enterprise applications will be cloud based. To
achieve this, IP networks are required to carry more critical
services, which in turn poses higher requirements on IP
networks. AI technology has been introduced to IP networks
and it has proved to be a feasible idea.
AI-boosted devices: Huawei provides a comprehensive
range of AI Turbo products in NetEngine routers,
CloudEngine switches, AirEngine WLAN products, and
HiSecEngine security gateways products. These o erings
deliver edge inference and real-time decision making, and
adjust IP packet forwarding policies based on service intent
to ensure optimal service experience in real time.
AI-boosted network management: Huawei iMaster NCE can
identify the intent of the service layer, automatically generate
and deploy network conﬁgurations, and ensure that the
network meets service intent. It can also detect the health
status of the physical network in real time, detect anomalies,

provide alerts, and quickly o er handling suggestions.
Huawei iMaster NCE also delivers real-time visibility of SLAs
and enables predictive maintenance based on AI
technologies. In addition, this system provides various
viewgraphs of AI-powered network capabilities, enabling
partners across various industries to perform customised
development.
Cloud-based AI training: The Huawei iMaster NAIE
comprises a cloud platform that provides a data lake, model
and training capabilities, an open ecosystem and developer
services. The solution brings the following beneﬁts: 1) It
helps businesses develop AI algorithm experts and helps
developers build AI algorithm capabilities. 2) It provides
training services, so that developers don't need to invest as
much in computing power resources. 3) It provides a
platform for sharing resource data that has undergone
desensitisation, which developers can use for model
training. 4) It provides federated learning and transfer
learning capabilities to tackle problems in model
generalisation and achieve model sharing.
With the gradual application of AI in IP networks, IP
networks will truly enter the intelligent era, achieving Super
Capacity, Intelligent Experience and Autonomous
Driving.

3-layer AI architecture for Intelligent IP Networks
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SANParks harnesses the power of
SD-WAN, boosting digital
transformation strategy with
Datacentrix
Following its appointment in 2018 by South African National
Parks (SANParks) as the single service aggregator for all ICT
services to the organisation for ﬁve years, Datacentrix has
been working on a number of projects to support SANParks
in its digital transformation journey. This includes the
national rollout of software-deﬁned networking (SD-WAN)
technology, one of the largest South African projects of its
type, with more than 300 end devices.
Datacentrix has developed a trusting relationship with
SANParks – the body responsible for managing South
Africa's national parks – over many years, explains Jaap
Scholten, Chief Operating O cer (COO) at Datacentrix
company, eNetworks, an ISP and network specialist.
“From a networking point of view, SANParks' requirements
are unique. One has to consider that its network of 19 parks
is scattered across a combination of coastal, arid, mountain
and bushveld environments, covering more than four million
hectares over seven provinces and making up 67 percent of
the land under formal conservation in South Africa. Most of
these national parks are fairly inaccessible, meaning that
communications are – at best – di cult.”
“SANParks' mandate for the new network,” Scholten
explains, “was to drive a more reliable, high-speed and coste ective network that minimised reliance on high-latency
connectivity, such as satellite communications.
“The dramatically changing technologies and SANParks'
digital strategy workload resulted in a decision to go the SDWAN route, allowing the organisation to reap the beneﬁts
a orded by this type of solution, including centralised
management and simpliﬁed remote location connectivity.
“Besides providing the foundation for SANParks' data centre,
cloud strategy, security operations, IoT and data
management, enterprise voice and so on, the new network
will also support the organisation's planned changes over the
next few years to its hospitality, payment, and enterprise
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“

The dramatically changing
technologies and SANParks’ digital
strategy workload resulted in a
decision to go the SD-WAN route,
allowing the organisation to reap
the beneﬁts a orded by this type
of solution, including centralised
management and simpliﬁed
remote location connectivity.
systems, as well as to the call centre, aligning more towards
remote working.
Why SD-WAN was the right ﬁt for SANParks
One of the major advantages of SD-WAN for SANParks,
Scholten discloses, has been its simpliﬁed installation.
“Appliances deployed at remote sites with scarce resources,
as is the case with SANParks, do not require a technician or
engineer on site. The devices are easy for any sta member
to install, downloading its own conﬁguration when connected
to the internet, and becoming part of the network. They are
also fan-less, with no moving parts, which means that they
don't take in dust, and also don't require cooling, all of which
are critical points for deployment in these regions.”
Connectivity gains
“The central management beneﬁt has really come into play.
In fact, it took us just one day to upgrade 130 lines once

“

As a trusted partner, Datacentrix
has helped to empower SANParks
to think di erently moving
forward, playing a critical role in
the journey to take our service
optimisation, maturity and
innovation to the next level.

Kamal Pillay, SANParks Chief Information O cer

approval was received, something that would previously
have taken months.
“Another example of the power of SD-WAN was the upgrade
of SANParks' head o ce in Groenkloof National Park
(Pretoria) to cloud services for o -site backups. Datacentrix
managed to triple the bandwidth within minutes, allowing the
entire system to run into the new environment in under two
weeks. Based on the prior state, this would have taken two
months.”
Scholten continues, “As more of the organisation's
infrastructure moves to cloud, we're ﬁnding additional ways
to make processes more e cient, such as enabling any hotel
and conference centre sta member with an internet
connection to log into the call centre to assist with overﬂow
calls; and removing the requirements for disaster recovery
within a fully redundant cloud environment. The long-term
impact of this is massive, as it reduces the need for o ce
space and infrastructure requirements.”

·

Pilot sites: Due to challenges linked to mobile operator
infrastructure, Cape Point within Table Mountain
National Park, for example, was experiencing issues
around the processing of credit card payments for
entrance to the park. Datacentrix has put in a solid
foundation here, including a microwave backup and Wi-Fi
points to allow the payment system to run over secure
Wi-Fi instead of a mobile network, dropping transaction
times from minutes to seconds. The implementation
allows for the faster processing of vehicles through the
gate and also for analytics.

Says Kamal Pillay, SANParks Chief Information O cer
(CIO): “As a trusted partner, Datacentrix has helped to
empower SANParks to think di erently moving forward,
playing a critical role in the journey to take our service
optimisation, maturity and innovation to the next level.”

Further to this, Datacentrix supported SANParks in the
following networking projects:
· Peace Parks Foundation: Datacentrix has assisted in
expanding the network for central gate access, to
support SANParks and Peace Parks Foundation, a nonproﬁt organisation with a multifaceted approach to
combatting poaching.
· Skukuza Safari Lodge: Datacentrix also undertook the
implementation of Wi-Fi and telephony at SANParks'
Skukuza Safari Lodge in the Kruger National Park. Here, a
state-of-the-art Wi-Fi and telephony networ extends
connectivity from the rooms to the on-site conference
centre, improving e ciencies with a bandwidth increase
from 40MB to 1GB per second. Analytical information on
the movement of people within the hotel and its facilities
can also now be provided.
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Healthbridge modernises data centre,
enhances storage and operational
efficiencies with hyperconverged
infrastructure
South Africa's largest medical transaction switch, Healthbridge, improves customer
response times and saves on costly upgrades with switch to hyperconverged
infrastructure.

The management of information in the healthcare industry is
not just complex, but when performed manually can be
downright impossible. It is an information-intensive industry
whose moving parts are made up of an intricate web of
engagements, transactions and partnerships between
patients, medical professionals, medical aids, healthcare
institutions and stakeholders. One missing link in the ﬂow of
information can unearth huge discrepancies. That is until
Healthbridge, launched in 1999 with the aim to provide
technology solutions that automate and streamline the
claims and management tasks of a medical practice,
pioneered real-time claim processing in South Africa.
Today Healthbridge is the primary digital link for the industry,
setting the standard in transactional and engagement
switching of information between medical professionals,
patients, medical aids and healthcare stakeholders. It o ers a
myriad of cloud-based solutions for its clients, not least of
which are its billing, revenue-cycle management, claims
reporting and beneﬁts checker.
Improvements when upgrading
An ever-evolving business that relies on innovation and is
constantly looking to improve the delivery of its services for
healthcare clients, Healthbridge decided that, to embrace
digitalisation and simplify IT operations, a change was
needed.
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“In our world, we have close to 300 servers with plans for
more. Replacing or upgrading these with physical hardware is
not an option, so we needed to follow the route of virtual
servers,” said Andre de Lange, IT Operations Manager at
Healthbridge. Upgrading or expanding our existing
environment was extremely painful and we faced issues with
regards to performance and storage capacity. We wanted a
system that was easy to scale, not too expensive, and that
was a perfect ﬁt for our dynamic business.”
Complexity was also biting at the heels of Healthbridge and
its IT team – having to log into every server if there was a
perceived problem is a manual task the team would rather
forego. The requirement? One place to log in, one dashboard,
a single pane of glass and one version of the truth of where
its systems are at any given point.
“Because of the nature of what we do and the sensitivity of
the data we handle, reliable and secure software and
hardware are essential. We cannot contravene any
regulations or risk an information/data leak with regards to a
patient. It's a non-negotiable that we simply can't risk,” added
De Lange.
Making the switch
No detail is too small when it comes to costs and this was a
big motivator when it came to investigating an upgrade path.

According to De Lange, it was going to cost half a million
rand to perform a basic upgrade, while a full upgrade would
run well over R10 million. But the company was running out
of storage, and latency issues were having a domino e ect
on the customer experience.
“Complaints were coming in daily around the speed of both
transactions and the websites from which our clients log
into our systems. Our industry relies on split second
responses; when a doctor or a healthcare provider clicks a
button they want immediate results. Our users are very
much report driven, pulling details on billing and statistics
daily, not just on a monthly basis.”
The path to the new system was based on the internal
evaluation of a Nutanix HPE system compared to a
replacement of its SQL environment. The primary decider
for Healthbridge was pinned on the 15-year long relationship
it has with Datacentrix, a Nutanix Scaler Partner and an HPE
Platinum Partner, where De Lange said he was never in
doubt that the team would provide him a solution that best
ﬁts his business – not that best ﬁts their sales e orts.
Out with the old
After demonstrating the results, a Nutanix solution on HPE
ProLiant DX Servers would pro er, De Lange added that he
initially thought it was just too good to be true.
“I was a huge sceptic that this simpliﬁed hyperconverged
environment on SSD drives would provide me with the
performance that I required. After Datacentrix completed
the implementation of the Nutanix hyperconverged solution
I was massively impressed. One of our ﬂagship systems was
run on an exceptionally high performing machine, but we
took the leap, moved it over to Nutanix and now we are
getting better performance than we were on the other
system – again hugely impressed,” said De Lange.

“

Beneﬁts of the move are not
just weighted by improved
scalability and an increase in
performance, but more
importantly cost e ectiveness.

Beneﬁts of the move are not just weighted by improved
scalability and an increase in performance, but more
importantly cost e ectiveness. After consulting with
Healthbridge's CFO, De Lange said the management team
agreed that, while the ultimate decision rested with IT, it
would make no sense ﬁnancially to spend R15 million to
replace the old environment.
Using the native AHV virtualisation software on the HPE
environment has also extended the systems upgrade cycle
for Healthbridge from between 12 and 18-months to 24
months. The ease of use and maintenance also means that
its internal Nutanix resource was able to upskill quickly and
no longer has to call on an external resource with simple
change requests.
Customer satisfaction
“The complaints we were receiving every day came to an
immediate stop the moment we deployed the Nutanix
environment. That to me is positive feedback. The doctors
and people who work for them don't hesitate to pick up a
phone or send an email to complain – no calls or emails
means no complaints – speaking volumes to the system’s
performance.
“If there is something wrong people will complain. If they
don't complain there is nothing wrong. So you must always
view the lack of complaints as a beneﬁt and testimony to
the fact that your system is doing what it needs to,”
concluded De Lange.
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Digital transformation was on every technology-powered
company's agenda pre-COVID-19, but the pandemic
dramatically increased the pace of change. Accelerated
innovation was the norm as massive virtualisation projects
became imperative to keep organisations running.
Embracing change, agility at scale
Says Tony De Sousa, Business Unit Manager at Datacentrix:
“The pandemic has meant that transformation is not a
matter of choice. In challenging times, organisations that
embrace agility at scale are better positioned for recovery
and growth, and acceleration and innovation is at the heart
of this. This is particularly relevant as we move towards the
recovery phase and strive to scale, adapt and grow in the
post-pandemic era.”
Transformation is accelerating
Delivering infrastructure that supports business innovation
is critical and this is where HPE's Nimble Storage
disaggregated hyper-converged infrastructure (dHCI) is
playing a key role. Businesses are realising that new storage
infrastructure is required to ensure ease of provisioning,
performance, availability, scalability, conﬁgurability and
functionality. Furthermore, today's customers are looking
towards di erent consumption models such as
subscription-based, pay-as-you-go.
Disrupting out-of-control storage expenses
Adds De Sousa, “As many companies have shifted to a
remote workforce and virtual o ce environment, HPE's
Nimble Storage dHCI enables businesses to deploy a virtual
desktop infrastructure (VDI) solution that is geared for the
Work From Home (WFH) phenomenon. It features
unparalleled agility by managing unpredictable workload
volumes and provides the complex infrastructure needed to
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“

In this intelligence era, where
data creates signiﬁcant new
product and service
opportunities, intelligent
organisations that use smart
foundation technology for
competitive di erentiation will
rise.

deliver fast and reliable remote access. Furthermore, it
helps to reduce operating costs while improving
performance.”
HCI 2.0 – better system speed and performance
HPE has invested in ongoing development and as such,
introduced HCI 2.0, enabling companies to scale storage
and performance independently. Traditional VDI solutions
are prone to bottlenecks if there is network congestion or
CPU hungry apps, putting a strain on resources. Firstgeneration HCI solutions didn't o er the ability to scale
storage and compute independently as needs changed.
Sometimes, this resulted in overprovisioning capacity.

ADVERTORIAL
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“

HPE's Nimble Storage dHCI enables businesses to deploy a virtual
desktop infrastructure (VDI) solution that is geared for the Work From
Home (WFH) phenomenon. It features unparalleled agility by
managing unpredictable workload volumes and provides the complex
infrastructure needed to deliver fast and reliable remote access.

Furthermore, there is no such thing as 'just adding a node'.
It takes time and expertise for an IT department to install
VMware vCenter Server, manually add servers, install
VMware, add a cluster, add a data centre, create datastores
and then align them to the hosts. And the costs of
downtime can be disastrous.
With HPE 2.0, capacity can be scaled independently of
performance, so no resources are wasted.
HPE HCI 2.0 is a powerful combination of three HPE
technologies:
·
·
·

HPE Nimble – storage that is fast, dense, reliable and
secure
HPE ProLiant – a server family to suit any conﬁguration
HPE InfoSight – AI-powered management that uses
historical data from around the world to predict and
prevent data centre problems before they happen.

HPE HCI 2.0 delivers more storage per socket – and since
storage is the resource that most often forces expansion,
more capacity per node means new nodes need to be
added less frequently. HCI 2.0 maximises per-node

capabilities by maximising capacity, which also means
more devices per node, further reducing latency as well as
reducing wear. As a result, HCI 2.0 has the computing
power to support hundreds of virtual machines per node.
Preventing data centre sprawl
The primary goal of HCI 2.0 is to stop data centre sprawl. It
does this by ensuring that each node has the maximum
performance level possible. Instead of buying dozens of
“cheap” nodes, HCI 2.0 intelligently utilises a handful of
high-quality nodes capable of internal expansion before
another is required.
When another node is added, it's a simple matter of
plugging it in and powering it up – and within 15 minutes it
is available.
De Sousa concludes, “In this intelligence era, where data
creates signiﬁcant new product and service opportunities,
intelligent organisations that use smart foundation
technology for competitive di erentiation will rise. HPE's
latest innovation in storage will assist companies to
unleash new services, revenue streams and business
models.”
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Kiara Health takes to the cloud,
outsources managed services to
Datacentrix

Pan-African pharmaceutical company, Kiara Health, has
kicked o its Industry 4.0 journey, partnering with
Datacentrix. This follows Kiara's acquisition of the
manufacturing plant and several marketed products from
generic drugs manufacturer Sandoz South Africa, a
subsidiary of Swiss multinational pharmaceutical company
Novartis.
The project, which was completed within a speedy six-month
period – despite lockdown-related restrictions – included the
rollout of a cloud-based SCADA solution (environmental
monitoring system / building management system), a cloud
documentation and archiving system, a Wide Area Network
(WAN) and related connectivity, as well as on-site
infrastructure, including a new printing service.
It also encompassed implementation of a Software-as-aService (SaaS) quality, documentation and training
management system; a SaaS plant maintenance system; a
cloud chromatography data system; the migration of all
quality control laboratory equipment into the new Kiara
Health environment; and the rollout of all modules of its
cloud-based enterprise resource planning (ERP) platform.
Conrad Strydom, Head of Site at Kiara Health, explains that it
is not the norm for a pharmaceutical organisation to opt for
cloud services. “Pharmaceutical companies generally prefer
to keep their data and its control on site. However, for Kiara
Health, because we needed to build an agile, scalable new
system that would o er the magnitude to take over from the
technology Novartis had in place, the move away from the
older, on-premise technology to the cloud made complete
sense.
“Not only would the new technology allow us to scale up or
down capacity as needed, it would also provide Kiara Health
with a solid backbone to enter the Industry 4.0 space. And, as
an entrepreneurial South African company, the outsourcing
of these matters to Datacentrix would enable Kiara Health
employees to focus their time and energy on the core
17
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“

Not only would the new technology
allow us to scale up or down
capacity as needed, it would also
provide Kiara Health with a solid
backbone to enter the Industry 4.0
space. The outsourcing of these
matters to Datacentrix would
enable Kiara Health employees to
focus their time and energy on the
core business.
business, instead of trying to keep up with infrastructure
maintenance, licence management, backup and restore,
cybersecurity measures and so on.”
Kiara Health went out to tender at the end of 2019, seeking a
like-minded technology partner. “Datacentrix already had an
established track record with Novartis, and this experience
within the pharmaceutical space made for a natural
extension of this relationship to move forward with Kiara
Health at the beginning of 2020.”
Datacentrix began its formal engagement with Kiara Health
in March this year, with execution starting towards the end of
May. “We were hoping to have gone live already by then, but
the project was obviously delayed because of constraints
imposed by the COVID-19 local lockdown,” explains Brian

“

On the technical side, Datacentrix is one of the most knowledgeable
crews around, so despite these challenges, the project was still
completed quickly and e ciently. It would not be possible to deliver
what Datacentrix did, over this short span of time, without this type of
knowledge and agility.
Smith, Business Unit Manager at Datacentrix. “However,
despite the setbacks, we managed to reign in the process
and successfully complete the project in July.”

environment so far, to the extent that it has been impossible
for our people to determine whether they're working locally
or in the cloud.

Says Strydom: “On the technical side, Datacentrix is one of
the most knowledgeable crews around, so despite these
challenges, the project was still completed quickly and
e ciently. It would not be possible to deliver what
Datacentrix did, over this short span of time, without this
type of knowledge and agility.

“This success story is emphasised by the complexities of
both the environment as well as the constraints emanating
from the dramatic COVID crisis in South Africa. Datacentrix
successfully met any challenge it faced head on,” Strydom
concludes.

“Since going live several weeks ago, we've been able to
provide our users with a seamless experience regardless of
where they are operating from – be it from home, the o ce,
or anywhere else, the user experience is the same across the
board, something that was not possible previously. We've
received good user feedback on the new cloud-based

Kiara Health di erentiates itself within the highly
competitive African healthcare space by o ering unique
healthcare solutions and medical technologies to select
high-growth countries to cater to unmet needs. Its o ering
includes robotics, devices and point-of-care (POC)
diagnostics, as well as innovator and generic medicines, and
over-the-counter (OTC) products.

Brian Smith, Business Unit Manager: Managed Data Centre and Cloud Solutions at Datacentrix; Eric Hodson, Service
Delivery Manager at Datacentrix; Venesia Oxford, Account Manager at Datacentrix and Conrad Strydom, Head of Site
at Kiara Health
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Datacentrix facilitates smooth
sailing for Zutari data centre relocation
Andre Naude, Network Engineer at Zutari; Cheney Harris, Project Manager at Zutari; Francois Jacobs, Business Unit
Manager at Datacentrix; Stephan Botha, IT Operations Integrator at Zutari and Andre Trouw, Cisco Network
Engineer at Datacentrix

Local engineering ﬁrm, Zutari (formerly Aurecon Africa), has
successfully relocated its data centre, including storage area
network (SAN), storage and server infrastructure, following
the organisation's move of its Tshwane-based head o ce
from Lynnwood Manor to Newlands, Pretoria. The project,
which required a tight turnaround time, was completed by
Datacentrix.
COVID-19-related complications forced Zutari to place a hold
on the relocation, originally planned for earlier in the year. The
company was able to resume its plans in July, but the project
now had to be completed within a very short timeframe to
expeditiously vacate the previous o ce space.
There was no formal tender process for this project, explains
Stephan Botha, IT Operations at Zutari, but the company
raised the discussion with several vendors and ultimately
opted to partner with Datacentrix. “We have built a strong
relationship with Datacentrix over the past two years, and
knew that they could bring the requisite technical expertise,
with a proven track record in relocating data centres. Other
contributing factors included cost e ectiveness and a
detailed pre-move preparation plan.
“Essentially we ended up with a four-day window within which
to relocate the data centre, including backup power
equipment, to the new o ces. This time pressure was
considerably eased with the amount of preparation
completed by Datacentrix beforehand, which incorporated
rack consolidation – decommissioning old and irrelevant kit
so that the number of racks to be moved was halved – and
the general reorganisation of some technology,” Botha says.
“We worked hand-in-hand with Zutari to complete a lot of the
leg work beforehand, holding regular workshops with the
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client ramping up to the move,” adds Deon Insel, Senior
Account Manager at Datacentrix. “Having started
discussions early in 2020, prior to lockdown, we were well
prepared for execution when the time came.”
The way in which the move of the data centre was
undertaken speciﬁcally was a tremendous time-saver,
continues Botha. “This is where the real magic came in, with
complete racks being moved as opposed to taking the
equipment apart and then reassembling on the other side.”
From an enterprise infrastructure perspective, Datacentrix
ensured that all backups and archiving were completed prior
to the move. Further, the organisation completed a network
redesign for greater redundancy, including the devising and
deployment of an enhanced Wi-Fi setup, as well as cabling.
From a technology perspective, the move was seamless, with
users experiencing no disruption whatsoever. In addition,
Zutari has seen improvement to network stability as well as
greater consistency in operations, even though the new
building is not as yet completed, states Botha.
“The project was very competently deployed and will serve
Zutari well into the future. We have built a close relationship
with Datacentrix over the past few years and ﬁnd the
company to be an exceptional partner, one that we use as
often as possible and will continue to do so.”
Says Insel: “The complexity of these projects is often only
visible to business when they go wrong. The fact that
Datacentrix continues to deliver these in a way that appears
seamless to our clients is a testimony of our strong technical
capability across multiple platforms, vendors and
disciplines.”

ADVERTORIAL

Moving towards the new normal
of networking
This year has highlighted the importance of network
connectivity for business success and resiliency. As the
current crisis ebbs and strict lockdown restrictions lift in
some countries, business leaders and decision makers are
starting to consider what a post-pandemic world of work will
look like.
Right now, connectivity is key. Networks have become an even
bigger part of the critical infrastructure as it is keeping
millions of us in work and is the foundation of business
continuity. These networks have become critical cornerstones
in ensuring a superior employee experience.
This has meant that the global network infrastructure – the
internet as well as corporate networks – has endured a giant,
unexpected stress test. It has shown us how critical networks
are to businesses: if employees can't access their company
resources, business operations stop.
In an emergency like the one we are now in, it is natural to look
for easy, pragmatic solutions. For many companies, the
solution of choice was ramping up VPN licenses to quickly
connect the distributed workforce to the company data
centre. But now, with the initial crisis phase behind us, it is
time to look beyond workarounds and aim for future-proof
networks. The reason: long before the coronavirus outbreak,
there was a trend towards ﬂexible work – the pandemic has
simply accelerated it. Remote work is now the new normal.
To ensure e ciency, businesses need reliable, secure, and
user-friendly, high-performance networks – or else,
employees will be frustrated and look for workarounds and
turn to consumer apps and services, which can negatively
impact cooperation and security.
To avoid this issue, IT departments should focus on di erent
dimensions of the network:
Application-level intelligence:
The network must support applications reliably and
intelligently, being able to recognise applications and
di erentiate between critical, less critical, non-critical, and
consumer apps and services. It has to load-balance tra c

between app servers for high availability and the best
possible app performance, redirect tra c globally to other
sites and provide business continuity when a data centre is
unavailable.
Artiﬁcial intelligence and machine learning-driven
monitoring and analytics:
Today's networks are so complex and dynamic that any
e orts to manage, optimise and secure them manually is
bound to fail. Leveraging new technologies like artiﬁcial
intelligence and machine learning enables not only
continuous monitoring and analytics of application and user
behaviour, but also provides high availability, performance
and rapid anomaly detection.
Software-deﬁned WAN (SD-WAN):
SD-WAN dynamically connects users directly to the required
resources, be it virtual apps or desktops hosted in the data
centre, digital workspaces in the cloud, or any other kind of
cloud or on-premises resource. At the same time, SD-WAN
automatically selects the best route for data tra c and
dynamically distributes tra c across multiple routes to
deliver optimal app performance.
Zero-trust security:
Securing the new normal of distributed work requires a zerotrust mindset and architecture, which assumes that an
organisation must never trust any user or device on the
network at any time. To achieve this, businesses need to
combine continuous app-speciﬁc identity and access
management with ongoing analysis of endpoint and user
behaviour, ideally enhanced by automated, machine
learning-based incident response. This allows security teams
to quickly close security gaps and counteract threats.
The current crisis has accelerated, and will continue
accelerating the digitisation of work. To future-proof business
operations, companies should ensure that their network
solutions are designed intelligently, and that they have a
rock-solid business continuity and zero-trust security plan in
place. It's time to stop thinking about workarounds and start
setting up IT for a digital future.

Find out more and contact Citrix at citrix.com
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MPLS is dead.
Long live SD-WAN.

With more and more organisations moving towards cloudbased technologies and increasing numbers of devices
escalating connectivity and bandwidth demands,
particularly in light of the move towards remote working, it’s
safe to say that the networking landscape is now forever
changed.
“Even prior to the COVID-19 pandemic, we’ve seen a growing
adoption of the Internet of things (IOT) technologies locally,
for instance – and a related jump in the number of
connected devices,” says Marc van der Poll, Network and
Solutions Architect at Datacentrix. “For companies, this has
translated to an increase in bandwidth requirements, as well
as new types of users connecting to the network.”
From a broader business perspective, there’s mounting
pressure to extract more value from technology investments
than ever before, and the network has become one such
area of scrutiny, adds Van der Poll.
As a result, there has been a great amount of contemplation
around the beneﬁts of software-deﬁned networking (SDWAN) technology – the relative newcomer to the tech world
– versus the more traditional multi-protocol label switching
(MPLS) approach.
SD-WAN enabled routers dynamically direct tra c using
intelligent path control, based on up-to-the-minute
application and network conditions for improved application
experiences. This technology provides centralised control
over application performance, bandwidth usage, data
privacy and availability.
“There are certainly speciﬁc drivers that put SD-WAN ﬁrmly
ahead of MPLS in the network tra c protocols fray,”
comments Van der Poll. “Redundancy is important here, as
businesses looking for better uptime appreciate the fact
that – being carrier-agnostic – SD-WAN is able to optimise
algorithms to push tra c over the best suited link, using
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di erent media including ﬁbre, microwave, LTE and even VSAT
technology.”
Capacity requirements too are critical, as private WANs can be
extended with the addition of public broadband services. This
means that non-critical tra c can be o oaded onto the public
network during normal operation to improve the network’s
overall performance.
“When it comes to cloud strategy, an increase in capacity is
critical, and SD-WAN technology is extremely helpful here as it
not only addresses the question of capacity, but also performs
application-level routing, which provides optimal pathways to
cloud-based services,” Van der Poll continues.
“SD-WAN gives the local breakout to the Internet needed for
cloud services. This means that Internet tra c to cloud
services, such as Microsoft O ce 365, does not have to
transverse to the corporate backbone as with MPLS. This
massively reduces WAN bandwidth usage.
“The same applies to businesses that are expanding and
growing their physical footprint. Not only can new branches
easily be brought into an existing SD-WAN set-up, it is also
beneﬁcial for companies undergoing mergers, acquisitions or
business segregation, as the deployment of an SD-WAN as an
overlay allows for the central utilisation of corporate-wide
policies and security standards.”
From a network management perspective, the major beneﬁt
around the ‘touchless’ central deployment of policies,
hardware and ﬁrmware, as well as analytics gathering, is that
it brings with it far lower roll-out and maintenance costs.
Says Van der Poll: “To do their work, the mobile workforce
needs to use multiple devices and relies on many applications,
which they access directly via the Internet. Consequently,
companies everywhere are challenged with ensuring that their
users have a safe, reliable and consistent digital experience.

ADVERTORIAL

Rubrik named a leader in the
Gartner 2020 Magic Quadrant for
Data Centre Backup and
Recovery Solutions
Rubrik, the cloud data management company, announced
it has been positioned by Gartner, Inc. in the Leaders
quadrant of its July 2020 Magic Quadrant for Data Centre
Backup and Recovery Solutions. Rubrik was positioned
furthest for completeness of vision for its product portfolio.
“Rubrik has remained steadfast in driving rapid innovation
for our customers, and we believe being named a Leader in
the 2020 Data Centre Backup and Recovery Solutions
market is a testament to Rubrik's market leadership and
the robust enterprise demand for Rubrik's Cloud Data
Management solution,” said Bipul Sinha, Co-founder and
CEO of Rubrik. “We will continue to develop leading
solutions for enterprises and governments around the
globe, and help businesses transform into data-forward
enterprises that can leverage their data to capitalise on
market opportunities and improve business results.”
Data is eating the world, with every industry and
organisation facing an explosive growth of data as software
usage increases and cloud adoption proliferates. With
Rubrik's market-leading solution Rubrik Cloud Data
Management, enterprises can simplify application
availability, recover quickly from ransomware and manage
sensitive data risk. The Rubrik platform eliminates the need
for disparate tools and disjointed processes required to
address IT resilience, hybrid multi-cloud and automation,
enabling businesses to securely backup, recover, mobilise
and govern data anywhere.
Over 2,500 customers around the world trust Rubrik to
protect, automate and govern their applications at massive
scale in one seamless fabric across data centres and
clouds. Rubrik enables breakthrough simplicity, speed and
savings for the enterprise, and serves three of four Fortune
100 telecom companies, two of four Fortune 100 defence
and aerospace companies, two of three Fortune 100
specialty retailers and four of ﬁve Fortune 100 insurance
companies.

“

We will continue to develop
leading solutions for enterprises
and governments around the
globe, and help businesses
transform into data-forward
enterprises that can leverage their
data to capitalise on market
opportunities and improve
business results.
“The South African IT community often uses Gartner as a
guideline to evaluate enterprise solutions and help them
make long-term, strategic decisions. The placement of
Rubrik as the most visionary player in the leaders’ quadrant,
gives companies the peace of mind that they are partnering
with the right technology,” adds Werner Vorster, Rubrik
Country Manager, Sub-Saharan Africa.

https://www.rubrik.com/en/lp/Analyst-Reports/20/gartnerGet the Gartner report under resources at
mq?utm_source=third-party&utm_medium=externalwebsite&utm_campaign=backup-modernization-fy21-gartnerwww.rubrik.com/en/resources
announcement-pr
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Phishing, ransomware
on the rise

“People are currently more susceptible to cyber attacks than
ever before, given not only the higher number of remote
workers due to the COVID-19 pandemic, which brings its own
complications, but also their heightened emotional
vulnerability during these di cult times.” So says Ahmed
Mahomed, CEO at Datacentrix.
A recent report by independent global business advisory ﬁrm,
FTI Consulting Inc, revealed that local businesses were
already under immense security pressure due to a "lack of
cyber security preparedness, which continues to create
problems and risks for companies in South Africa".
The 2020 FTI Consulting Resilience Barometer also stated
that, "while most leaders in the region are aware of the risks –
84 percent surveyed believe they have cyber security gaps –
less than half said they have made investments in that part of
their business in the last 12 months. This disparity between
known risk and response is concerning even during the best
of times."
It continued: "Recent changes in the ways we are working has
presented cyber criminals with a multitude of opportunities
to exploit weaknesses in systems, processes and behaviour.
In addition to simple e-mail phishing scams, employees are
expecting non-standard e-mails from their IT support teams,
making them more susceptible to work-related phishing
attempts.’
Mahomed explains: “We’re currently seeing more scammers
than ever before preying on people to gain access to sensitive
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information for nefarious purposes. Unfortunately, the
organisational chaos that ensued out of necessity to keep
businesses up-and-running following President Cyril
Ramaphosa’s initial lockdown announcement at the end of
March, exposed unexpected technical vulnerabilities that
were of great advantage to cyber attackers. Sta are no
longer protected behind a corporate ﬁrewall, making it
more di cult to manage who is accessing what
information, when.
“Add to this the fact that we’re receiving countless phishing
mails masquerading as urgent lockdown-related
announcements from schools, the Department of Basic
Education, or health organisations, among others, is the
order of the day. The intent is to use our insecurities,
confusion and emotional responses against us to gain
access to sensitive information.
“Furthermore, with the growing use of IOT devices, the
corporate attack surface has changed for good. We’re no
longer just protecting corporate brick-and-mortar; the
breaching of vital equipment that can be ransomed for
digital currency is a very real and current threat.”
So, how do local businesses go about protecting not just
physical corporate assets, but more importantly, the
valuable data residing on these devices?
“We must be more vigilant than ever before, that much is
clear, and the protection of your data elements translates
to cyber security right through to the edge, encompassing

PARTNER NEWS

“

With the growing use of IOT
devices, the corporate
attack surface has changed
for good. We’re no longer
just protecting corporate
brick-and-mortar; the
breaching of vital equipment
that can be ransomed for
digital currency is a very real
and current threat.

mobile device protection, a mail scrubbing engine
and more. The best place to start is to complete a
cyber posture assessment, which evaluates the
current security posture – from security patch
management, machines without security solutions,
the use of public WiFi, uploads, password age
policies and the like.”
By measuring an organisation’s ‘attack surface’,
which describes a total sum of the vulnerabilities
and weak spots in a network or environment that
are accessible to a threat actor or can aid the threat
actor with malicious intentions (such as
committing data theft and compromising assets), it
is then possible to identify best practices and
highlight parts of the environment that are
particularly vulnerable and may require attention.
“A very important point to remember is that people
operating within a more relaxed home environment
are naturally less vigilant, so companies must also
incorporate regular user awareness training, taking
decisive steps towards ensuring that employees are
continuously educated on how to manage
corporate assets outside of the work environment.”

For more information on Datacentrix’s cyber
security services, please visit
https://www.datacentrix.co.za/security.html

Datacentrix
bolsters security
portfolio with
Tenable’s cyber
exposure solutions
Datacentrix conﬁrmed it has joined the Tenable Assure
Partner Program, strengthening its security portfolio with
cyber exposure solutions from Tenable.
“Datacentrix is pleased to announce that it has reached
Gold status level with Tenable,” states Wayne Olsen,
Security Business Unit Manager at Datacentrix. “The
range of cyber exposure solutions enhances the value of
our end-to-end cyber security services, including intuitive
threat hunting solutions, advanced managed security
services and assessments, and a state-of-the-art security
operations centre (SOC), and helps safeguard both IT and
operational technology (OT) environments. Our
appointment as a Tenable Gold partner proves the ability
of our cyber security team to deliver.”
As part of the Tenable Assure Partner Program,
Datacentrix can o er its customers the Tenable Cyber
Exposure platform, which includes Tenable.io, for
vulnerability management managed in the cloud, and
Tenable.sc (formerly SecurityCenter), for vulnerability
management managed on-premises. These two ﬂexible
deployment options uniquely provide the breadth of
visibility into cyber risk across IT, cloud, IOT and OT
environments, and the depth of analytics to measure and
communicate cyber risk in business terms to make better
strategic decisions.
“We are laser focused on helping businesses address their
complex cyber security challenges and reduce business
risk,” explains David Cummins, Vice President of Sales
EMEA for Tenable.
“As a partner, Datacentrix will be able to draw on the
expertise of our team to ensure customers get full value
from our cyber exposure portfolio with data-driven
results. I look forward to developing a strong relationship
with the team at Datacentrix in the coming days, months
and beyond.”
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Man versus machine:
concern or opportunity
Do you think that you can live without a digital footprint? With
our lives being so intertwined with technology, is this even
possible? These were questions posed by Rudie Raath, Chief
Digital O cer at Datacentrix, in his address as keynote
speaker at the Datacentrix Forum 2020 virtual event.
“In reality, we are all being logged as ones and zeroes without
realising it, and often without our permission,” he stated. “And
we have divergent views on this from two of tech's most
recognisable voices. Elon Musk says that we need to take
control of how artiﬁcial intelligence (AI) is being developed,
asking what measures should be taken to ensure that it does
not overtake the human race, while Mark Zuckerberg is
completely opposed to this 'Doomsday' type of sentiment.
Zuckerberg maintains that AI innovation must be ongoing
because it can improve our day-to-day lives tremendously,
and I tend to agree with him. We're missing the point: it's not
about man being pitted against machine.”

“

By 2040 it is predicted that AI will
have been developed and matured
to the point that it will reach
general, or human-level
intelligence. And by 2060, we'll
reach 'super intelligence' levels,
seeing the way in which we
approach and use technology
helping to develop a new, more
evolved level of humanity.

By 2040 it is predicted that AI will have been developed and
matured to the point that it will reach general, or human-level
intelligence, said Raath. “And by 2060, we'll reach 'super
intelligence' levels, seeing the way in which we approach and
use technology helping to develop a new, more evolved level
of humanity.”

To put this into context, he unpacked the so-called 'four Vs of
data': volume; variety; velocity; and veracity.

Data and connectivity are key
“Data and connectivity are the building blocks of this
innovation, but the question to ask is, how we use them as the
foundation?” Raath asked, explaining that he believes data to
be somewhat underestimated.

“There's a huge volume of data that gets thrown at us, and
trying to understand it is a serious undertaking. And this is
besides the variety of data we receive – it's no longer just
structured data – the unstructured data coming through
needs to be harnessed and embraced, and at great speed (or
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velocity) too. How do we work through the volume quickly
enough, understand the variety, and then deal with the
speed at which it comes? And the last 'V' is the veracity of
data, referring to the degree of accuracy of data.”
Data is evolving every second, he stated, referencing an
International Data Corporation (IDC) white paper, which
predicted that in 2020 every person in the world would
generate 1.7MB of data per second, or 2.5 quintillion bytes of
data per day globally. “Analysts previously envisaged that by
2020 we would reach 40 zetabytes of data. In reality, we
have already surpassed that, at 44 zetabytes. On a practical
level, if we took the 44 zetabytes and copied it, it would take
three million years to download. The most frightening part,
however, is that 90 percent of this data was created in the
last two years.”
This growth is fuelling demand for advanced data scientists
and AI, he added, to help humanity grasp and understand
the sheer amount of data.
“How do businesses approach this kind of data themselves?
There are certain questions to be answered, including the
location of the data, where it is stored, and what the
associated costs are. How many data backups do you have?
How many business copies do you have? Where is the data
backed up to, and for what purpose? Quick access? Longterm archiving?
“Yet, the most important question to be asked is around
securing the data. Over this year alone we've seen local
organisations, like the City of Johannesburg, Life Healthcare
and Ste anutti Stocks, targeted by cyber criminals and
having to go to extreme measures for remediation of these
breaches. There are devastating knock-on e ects of a cyber
attack, such as impact on stock prices, reputational damage,
loss in sales, and a drop in customer conﬁdence. How then
do you ensure that the data you have is protected and within
your control?”
So, where do we start?
Before a company can look at the mining and monetising of
data, we have to get the fundamentals right, Raath clariﬁed.
“We have to know its location; ensure that there are multiple
copies of business critical data, especially in the case of
ransomware; identify how data is accessed and for what
purpose; and protect against unauthorised access. Here,
even for these basic principles, technology can help and
support the back o ce and support sta .
“It is critical to fully comprehend an organisation's entire
workload architecture – understand its data sources,
dependencies the workload relies on and who has access to
it, and then provide teams, analysts and support sta with
the relevant tools to help them do their jobs better.”

“

Analysts previously envisaged
that by 2020 we would reach 40
zetabytes of data. In reality, we
have already surpassed that, at
44 zetabytes. On a practical level,
if we took the 44 zetabytes and
copied it, it would take three
million years to download. The
most frightening part, however, is
that 90 percent of this data was
created in the last two years.

Data no longer resides in one place, and data sources from
all over need to be connected. What is needed is an agile
network with an intelligent automated fabric, not just within
the corporate o ce, but everywhere, he added.
continues on page 27
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Continued from page 26
no longer limited to an organisation's bricks and mortar,”
said Raath. “In addition, the impact of media-rich content is
driving the adoption of Wi-Fi 6 and 5G networks, and we'll
see the rapid and exponential increase in this type of
technology.

This connectivity phenomenon was accelerated in South
Africa and across the globe earlier this year, precipitated by
the COVID-19 breakout. Corporates scrambled to prioritise
connectivity in keeping with the sudden shift in o ce-based
employees to home-based work, moving all operations – like
back o ce, ﬁnance and logistics – away from the o ce to
keep business operating.

“Network virtualisation and the expansion of policy-based
routing into cloud workloads are becoming top priority for
many organisations now, as they're closing down data
centres and starting to leverage the power of cloud, with an
almost hybrid IT environment being accelerated.

“What we've found is that people have worked more
e ectively from home, without a commute time, with more
productive time spent on business tasks, and fewer
interruptions. And connectivity was the key to unlock this
value.

“In addition, WAN edge networking and uniﬁcation of user
control and access across all the media is on the upward
trajectory. Security is now woven into the network fabric
itself end-to-end, with an AI oversight to make
recommendations to monitoring sta .

“Companies are now asking very di erent connectivity
questions. How can I reduce my physical footprint? How do I
relinquish some of the associated expenses? Do we really
need a physical o ce? Face-to-face interactions are being
reserved for customers, while internal discussions take place
virtually. Suddenly, connectivity is enabling a corporate DNA
transformation, and we could say that COVID-19 gave digital
transformation a little push.”

“So, the most important question to ask is, how do we
enable this networking era? Technology innovation is
helping to fuel evolution, and humanity needs to grow
alongside. We must advance as a species, moving into a
digital humanity (or digimanity) where technology is
embraced, rather than held back. As humans, we have to
stop overthinking evolution, but rather see the hope in
every innovation,” he concluded.

Trends beyond 2020
“Corporate software-deﬁned networking (SD-WAN)
infrastructure now includes home and pop-up o ces, and is

HUMAN CAPITAL
Ÿ Careers at Datacentrix

Ÿ Permanent & ﬁxed-term

Ÿ Graduate recruitment

recruitment
Ÿ Customisable recruitment
process outsourcing

Ÿ Independent contracting
Ÿ Vendor on-premise

Follow us on LinkedIn for exciting opportunities
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Today, your digital business is a
universe of applications that’s everexpanding and ever-evolving. Each
app within that universe is its own
planet, where users engage,
employees communicate and
customers transact.

80%

These new applications are using new workloads,
introducing new vulnerabilities, simultaneously
increasing attack surface and decreasing visibility.
Unfortunately, you can’t protect your planets from
threats you can’t see coming.

of all cyber attacks
today occur on
web apps

Protect your mission-critical apps with
microsegmentation.
Baseline security policies are auto-generated across all
workloads based on application behaviour. Assess the impact
of the policies on your applications. Enforce uniﬁed policies to
meet your business security needs.

Secure your apps at the speed of your business.
Your business moves at the speed of light. Application
security should too.
·

Reduce the attack surface of any potential threat.

·

Minimise lateral movement by quickly quarantining any
identiﬁed threat.

·

Know your business security posture at any given time.

With Cisco Tetration your apps are secure.
·

Secure application workloads across any infrastructure,
any cloud and any technology with automated
microsegmentation.

·

Enforce application-speciﬁc policies and controls across
your environment – consistently and at scale.

·

Gain insight and visibility into application dependencies,
workload behaviour anomalies and software
vulnerabilities.

·

Leverage understanding of application behaviour to ﬂag
anomalies and quickly remediate threats.

·

Unify security policies across multi-cloud environments.

200x

1-Click

faster application
behaviour insight

policy
enforcement

5x

0-Day

reduction in
attack surface

vulnerability
readiness

Contact Roelien Burger to book a limited,
one-on-one session with a specialist consultant
on rburger@datacentrix.co.za
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Replacing laser printers with
business inkjet printers can save
companies over R48 million
in energy costs annually
Replacing laser printers with business inkjet printers can save
companies over R48 million in energy costs annually.
Analysis by Epson shows that if all the laser printers sold in
South Africa over the past three years were converted to
energy-e cient business inkjet printers, companies could
save a combined 33.6 million kWh per year. This equates to
an approximate energy cost saving of over R48 million
annually.
This is because business inkjet printers use Heat-Free
Technology, which contributes to the printer's economical
use of electricity. This means that unlike laser printers, no
heat is generated during the printing process which
consumes high volumes of electricity.
Epson's wide range of business inkjet printers are highly
energy e cient, saving up to 95 percent of electricity
compared to a laser printer’s energy output. For example, the
Epson WorkForce Pro WF-C869RDTWF, a typical A4 business
inkjet printer, consumes a maximum of 58 watts (when
switched on) and 45 watts in operation, while a comparable
laser printer requires up to ten times the power consumption
to operate.
Epson business inkjet printers are also durable, require fewer
regularly replaceable parts and produce little waste. For
instance, with a print volume of six million pages, only 42
parts would need to be replaced on an Epson WorkForce WFC20590, compared to 296 on a laser printer counterpart.
Following the success of its business inkjet printer range,
which uses large-volume reﬁllable ink tanks instead of
disposable cartridges, Epson began producing similar inkjet
printers for the traditional consumer market known as the

EcoTank range. The ink bottles (four to eight), included with
the printer, come with up to three years' worth of ink.
Epson's EcoTanks are also based on the energy-e cient
printing technology found in the business inkjet range, not
only save electricity compared to laser printers, but also
reducing CO2 emissions during use.
Enabling sustainable, cost-saving business operations
Epson has been championing the shift from laser printing to
business inkjet for several years, supporting industries with
technology aimed at improving business ecology and
economies. As South Africa moves into the next phase of
pandemic management and recovery, embedding
sustainability into business plans is key to ensuring the
protection of both the planet and long-term business health.
"The stay-at-home measures imposed in countless countries
have resulted in signiﬁcant environmental recovery. As we
move into the business and economic recovery phase, it's
important that we act responsibly to maintain the
environmental beneﬁts we've witnessed over the past few
months," says Roxanne Pierrus, Sales Manager at Epson
South Africa.
"Small, yet signiﬁcant changes, such as technology choices,
can help achieve this goal. It's time we realised that
sustainable choices, such as reducing power consumption,
not only reduce CO2 production, but also result in cost
savings, which lead to economic beneﬁts and free up
resources for businesses to invest in other functions," she
concludes.
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Datacentrix extends information
security focus with PCI DSS
compliance achievement
The Managed Services division at Datacentrix has reinforced
its commitment to e ective information security by attaining
its Payment Card Industry Data Security Standard (PCI DSS)
certiﬁcation.
The PCI Security Standards Council maintains, evolves and
promotes PCI compliance standards for the safety of
cardholder data across the globe. Every business that
processes or stores conﬁdential data, including merchants of
all sizes, ﬁnancial institutions, point of sale vendors and
hardware and software developers involved in running
infrastructure for the processing of payments, can use the PCI
security requirements as a guide to establish their data
protection policies and procedures.
“The PCI Data Security Standard (PCI DSS) was introduced to
improve payment account security throughout the credit card
transaction process,” explains Elizabeth Naidoo, Chief
Financial O cer at Datacentrix. “With the main focus on
decreasing risk of payment card data loss, this particular
standard encompasses measures for protecting sensitive
information related to payment cards, such as security
management policies and procedures, network architecture,
software design and more.
“Achieving the PCI DSS certiﬁcation is another step towards
Datacentrix’s strategy to enhance its o ering with the express
purpose of adding value to our clients through the reduction of
their PCI DSS compliance overhead, positioning us as an ideal
partner of choice,” she adds. “Clients that use Datacentrix as
an outsourcing partner may have peace of mind that we are
able to provide them with greater e ciencies.”

“

Clients that use Datacentrix as
an outsourcing partner may
have peace of mind that we
are able to provide them with
greater e ciencies.

The PCI DSS certiﬁcation augments Datacentrix’s
list of existing certiﬁcations, which include:
·
·
·
·
·

ISO 9001:2015 (Quality Management System);
ISO 14001:2015 (Environmental Management
System);
ISO 27001:2013 (Information Security
Management System);
OHSAS 18001: 2007 (Occupational Health and
Safety Assessment Series); and
Private Security Industry Regulatory Authority
(PSiRA) accreditation.
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BeyondTrust names Datacentrix as
Implementation Partner of the Year
for Europe, Middle East, India & Africa
BeyondTrust, the worldwide technology leader in privilege
access management (PAM), has awarded Datacentrix the
title of ‘Implementation Partner of the Year’ for the Europe,
Middle East, India and Africa (EMEIA) region, based on
outstanding performance. The announcement was made
at BeyondTrust’s ‘Go Beyond’ virtual partner festival.
“Datacentrix went to market around a year ago to seek
out a PAM partner, and found BeyondTrust to have the
most mature o ering within this speciﬁc space,” explains
Wayne Olsen, Security Business Unit Manager at
Datacentrix.
Many cyber security breaches can be linked back to
privileges that have not been managed properly, granting
attackers access to organisations’ networks. PAM from
BeyondTrust goes beyond securing passwords, helping
enterprises to manage and track privileges across the
landscape and safeguard every user, session and asset.
BeyondTrust’s integrated products and platform o er an
advanced PAM solution, enabling organisations to quickly
shrink their attack surface across traditional, cloud and
hybrid environments.
“Datacentrix has put a tremendous amount of e ort into
resourcing and training its team to enable PAM, as this
type of expertise is fairly scarce within the local market. As
a result, Datacentrix has been awarded several large
projects in partnership with BeyondTrust, with one
particular standout implementation that spans the African
continent.
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“

Datacentrix’s substantial
investment in their professional
services enablement and ﬁrst
line support has allowed them
to successfully implement
signiﬁcant PAM projects
throughout the year.
“BeyondTrust’s acknowledgement of our hard work together
is very gratifying, and to have been recognised as a top
Implementation Partner in a broad, highly competitive region
is an incredible achievement for Datacentrix,” Olsen adds.
“Our partners leverage BeyondTrust’s holistic PAM solution
to create di erentiated o erings for their customers,” states
Alexis Serrano, Director of EMEIA Channels and Alliances.
“Datacentrix’s substantial investment in their professional
services enablement and ﬁrst line support has allowed them
to successfully implement signiﬁcant PAM projects
throughout the year.”

ADVERTORIAL

Datacentrix launches virtual
Competency Centre for networking,
tech evaluation and content
Datacentrix has launched a virtual Competency Centre,
where businesses can access downloadable resources and
connect directly with experts from both Datacentrix and IBM.
Datacentrix is an IBM Platinum Business Partner and is
recognised as an expert partner in IBM Storage, IBM Power
Systems and IBM Security Solutions, as well as for a range of
additional IBM o erings, such as data and artiﬁcial
intelligence (AI), hybrid cloud integration, and asset
management amongst others.
“As we ﬁnd ourselves within a pandemic, people and
businesses are looking to technology for the survival not only
of our economy, but humanity itself,” said Datacentrix CEO,
Ahmed Mahomed, in his opening address at the o cial
launch of the virtual centre.
“In today's fast-paced world, the fact is that companies need
to stay relevant to survive. You could even go as far as saying
that the 'I' in CIO no longer just pertains to 'information',” he
explained. “It also refers to 'innovation', 'ideation',
'investment' and 'social interactions', all points that have
become increasingly important for businesses to prioritise.
“The Competency Centre provides a safe digital space for
customers to network and engage virtually with both
companies, while putting technology solutions to the test.”
The agenda for the centre's launch was informative and
comprehensive, with topics discussed by IBM and
Datacentrix including: how to apply artiﬁcial intelligence (AI)
to drive workload transformation within the IT organisation

and the business; driving relevance and business continuity
by building collaboration within and beyond traditional
dimensions; building steadfast, resilient IT infrastructure in a
time of global disruption; and constructing united security
defences that protect resources and assets across
organisations, which also featured a simulated hack.
One of the virtual centre's biggest draw-cards is its three
Competency Rooms, dedicated to IBM Storage, IBM Power
Systems and IBM Security solutions. Here, visitors can
connect directly with solution experts within each discipline
from both Datacentrix and IBM. Each Competency Room
features aligned content and videos, as well as the option to
schedule a workshop, engage in a group chat with the topic
specialists, send a direct e-mail, or even schedule an
appointment with an individual expert.
In his closing remarks at the online event, Datacentrix'
Cybersecurity Business Unit Manager, Wayne Olsen, advised
that Datacentrix is not only listening to the industry, but
actively engaging with various stakeholders within the client
and partner community to ensure that they are helping
South African businesses tackle the ever-changing demands
that they face.
“And it is in this spirit that we will continue to push for
innovation from our vendors to ensure that our clients have
access to the most up-to-date technologies. The coronavirus
has forever changed the way we work,” he added. “While the
pandemic will not last forever, the way in which we – as a
nation, as individuals and organisations – treat this
pandemic, will forever be etched into the archives of history.”

Visit the Competency Centre or view the
presentations at www.datacentrixvirtuallabs.co.za
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From gut-based to data-driven,
decision making transformed by
COVID-19
The time to step away from instinctual decision making is
now. Today, a scientiﬁc, fact-based approach, leveraging
insight derived from an organisation's data, is critical to the
navigation of the current business world. So says Shakeel
Jhazbhay, General Manager: Digital Business Solutions at
Datacentrix.
According to the 2020 Deloitte report, 'Navigating the New
Normal with Data Driven Decision Making', the onset of the
COVID-19 pandemic has had a profound e ect on anything
that could be considered as 'normal'. The paper says that
“businesses that survive the initial crisis will have to navigate
through the recovery period, which some analysts say will be
even harder on balance sheets than the shutdown.
“Organisations need to perform complex analysis such as
segmentation, eligibility, personalisation and trend and
options analysis when delivering customer and/or citizen
services,” it continues. “A startling fact, however, is that to get
through this time, organisations might not be able to rely on
their well-established decision-making tools and models.
Tools like artiﬁcial intelligence (AI), machine learning, and
predictive models won't be able to function exactly as
designed in this new normal. Why? Because they will be
based on historic precedence in a time where everything will
be di erent in unprecedented ways.”
“The Deloitte report also states that if data-driven decision
making was critical for businesses to remain competitive prepandemic, it is now an absolute 'tool for survival', explains
Jhazbhay.
Building an e ective data strategy
“How, then, do companies take the plunge, and build an
e ective data strategy to help them transform in line with
what is needed for today?” he asks.
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“

The ﬁrst step an enterprise
needs to take is to assess its
current maturity. Once they
understand where they're at, in
broader terms, the company will
then have a better grasp of where
to go from a data management
point of view. This entails looking
at what the business wants to
achieve through the management
and analysis of data, and putting
together a deﬁnitive strategy
based on its speciﬁc needs.

“The ﬁrst step an enterprise needs to take is to assess its
current maturity. Once they understand where they're at, in
broader terms, the company will then have a better grasp of
where to go from a data management point of view. This
entails looking at what the business wants to achieve through
the management and analysis of data, and putting together a
deﬁnitive strategy based on its speciﬁc needs.”

After undergoing this evaluation process, a company might
ﬁnd that it doesn't need a 'bells-and-whistles' data
management strategy at all, as there is no business
requirement for this, and capabilities like AI can be retained
for business applications.
How can data be used for business advantage?
Once a data management exercise has been completed, a
critical step within this process is to understand exactly
what it is that the business expects to get out of a data
management strategy.
The business assessment helps to pinpoint how a company
should leverage data within di erent areas of the business.
For instance, a more complete view of data can allow for a
deeper understanding of buying patterns for a consumerfacing company, enabling more targeted upselling, better
intelligence for management, and, ultimately, more revenue.
“Data tiering comes into play next, once a company has a
clearer understanding of what the business' data needs are,
which data is critical, and which less so. For example, data
received via sensors within the manufacturing plant of an
automotive company is important, but should not be crosspollinated with business data.”
And, maintains Jhazbhay, when developing data protection,
governance and redundancy policies, certain principles
must be taken into consideration.
These include the following:
· Data must be processed lawfully, fairly, and in a
transparent manner (lawfulness, fairness and
transparency);
· It must be collected only for speciﬁed, explicit and
legitimate purposes (purpose limitation);
· It must be adequate, relevant and limited to what is
necessary in relation to the purposes for which it is
processed (data minimisation);
· It must be accurate and, where necessary, kept up-todate (accuracy);
· It must not be kept in a form that permits the
identiﬁcation of data subjects for longer than is
necessary for the purposes for which the data is
processed (storage limitation); and
· It must be processed in a manner that ensures its
security, using appropriate technical and organisational
measures to protect against unauthorised or unlawful
processing and against accidental loss, destruction or
damage (security, integrity and conﬁdentiality).
Becoming a 'data' company
Says Jhazbhay: “There are many technologies and systems
that can bring value to an organisation, from business
intelligence to predictive analytics. What is critical when it

“

Every company is now a 'data'
business, it really boils down to
using its insights to improve
decision making and drive
business value. Data is king, and
it is here that companies will ﬁnd
the key towards navigating
themselves successfully through
the current crisis.

comes to powering these tools though is current, clean
data.
“Every company is now a 'data' business, it really boils down
to using its insights to improve decision making and drive
business value. Data is king, and it is here that companies
will ﬁnd the key towards navigating themselves successfully
through the current crisis,” he concludes.
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