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Understanding 
Cyber Resilience

Cyber resilience refers to an entity's ability to 
continuously deliver the intended outcome, despite 
cyber attacks. Resilience to cyber attacks is essential to IT 
systems, critical infrastructure, business processes, 
organisations, societies and nation-states.

Unlike cyber security, which is designed to protect systems, networks and 
data from cyber crimes, cyber resilience is designed to prevent systems and 
networks from being derailed in the event that security is compromised.

It's not a matter of "IF" but "WHEN"

Cyber resilience requires the business to think differently and be more agile on handling attacks.





Cyberattack 
Type

Global 
View

South 
African View

Ransomware 29% 19%

Email 
compromise 29% 38%

Third Party 
Data 
Breaches

29% 15%

DDoS Attacks 17% 4%

Data source: PwC, Global Digital Trust Insights Survey 2024
South Africa Report - Digital Trust Insights 2024 (pwc.co.za)

Evolving 
Threat Landscape

Breaches are becoming more costly

https://www.pwc.co.za/en/publications/digital-trust-insights.html


Brute force attacks attempt to gain unauthorised access to a 
single account by guessing the password using large lists of 
potential passwords.

Password spraying attacks try to access a large volume of 
accounts with a few commonly used passwords, one password 
at a time

Datacentrix SecAASC

The South African Landscape

Passive-Aggressive Threats in Cybersecurity

Password Spraying and Brute Force Attacks

AI-Powered Cyber Attacks



Top 10 Emerging Cyber-Security Threats for 2030



Emerging Technologies 
and Associated Threats
• Deepfakes
• Holograms
• Risks and Misuse

What to Expect/Enabling Technology

Emerging AI Threats 
and Risks
• Ransomware Surge
• Synthetic Media 

Manipulation
• Open-Source Tool 

Exploitation
• Undetectable Cyber 

Threats

Emerging Technologies and their 
impact on Cybersecurity
• Artificial Intelligence​ 

(Technology that simulates human intelligence in 
machines)

• Quantum Computing 
(Computing that uses quantum-mechanical 
phenomena to perform operations on data)​

• Internet of Things (IoT) 
(Network of interconnected devices that 
communicate and share data)​



Resist the urge to rush into execution mode

Roadmap implementation

Am I prepared for disaster recovery?

Build partnerships to maintain secure systems and connectivity

Do I know my attack surface exposure?

Are my users educated around the threats? - Shared Vision across 
the corporateNot "IF" but "WHEN"

Key Takeaways

Successful implementation 
of a Cyber Resilience 

Strategy

Impact of AI in mitigating 
Cyber Threats

Lessons learned and 
takeaways



Q&A
and 

Discussion



Thank you

Incident Response As A Service  
CyberCrimeLine@datacentrix.co.za 

Security As A Service Centre 
SecNet.Sales@datacentrix.co.za  

mailto:CyberCrimeLine@datacentrix.co.za
mailto:%E2%80%93SecSales@datacentrix.co.za
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