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Understanding o oF
Cyber Resilience é’

Cyber resilience refers to an entity's ability to
continuously deliver the intended outcome, despite
cyber attacks. Resilience to cyber attacks is essential to IT
systems, critical infrastructure, business processes,
organisations, societies and nation-states.

Unlike cyber security, which is designed to protect systems, networks and
data from cyber crimes, cyber resilience is designed to prevent systems and
networks from being derailed in the event that security is compromised.

It's not a matter of “IF" but "WHEN"

Cyber resilience requires the business to think differently and be more agile on handling attacks.
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CyberattaCk GlObal Estimated costs to organisations’ most damaging data
Type View breach in the past three years

Percentage who say they had a $1M+ breach:
2024 total = 36%, 2023 total = 27%

Average cost of breach in millions and percentage of most
damaging breaches that cost $1 million or more, by sector

Ransomware 29% $5.3M

$4.8M

Email A

. 43% $5M
compromise

29%
38%

Third Party
Data 29%
Breaches

$1M-$9M $10M-$19M %$20M or more

Health- Tech, Financial Energy, Indust. Retail &
B 2024 B 2023 care Media& Services Utilities & & Auto Consumer
Telecomm Resources

DDoS Attacks 17%

Data source: PwC, Global Digital Trust Insights Survey 2024

South Aftica Repert - Diaital Trust Insiahts 2054 (pwecoaa) Breaches are becoming more costly



https://www.pwc.co.za/en/publications/digital-trust-insights.html
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Password
Spraying
Attack

Brute force attacks attempt to gain unauthorised access to a

single account by guessing the password using large lists of
potential passwords.

Password spraying attacks try to access a large volume of Al-Powered Cyber Attachks

accounts with a few commonly used passwords, one password
atatime
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SolarWinds, 2020 - The most far-reaching supply chain attack yet stemmed from a backdoor, SUNBURST, U PP Iwv chiain Rise'of d i "
which was injected into the Orion IT management application's update tool. In filings to the SEC, SolarWinds COMmpromise =& '-r_ Eltal .
said 18.000 customers had downloaded the backdoor. Microsoft, in turn, notified 40 customers of the attack. of softwar Advaroosd surveil it Hurman errar - i
e P ""-=n1;c-"ﬂ:|-at b authoritarianizm/ and exploited L
e oss of privacy egacy systems s VPR
N Ly 1 1= . - .
HaCker Deepfﬂkes Emp|oyee's VOice il'l = within cyber @ https://www.npr.org/2021/04/09/986005820/aft...
Ph Call to B hITC physical After Data Breach Exposes 530 Million, Facebook Says ...
one La 0 breac Ompany SCoSysems weB Apr 10, 2021 - Facebook decided not to notify over 530 million of its users
Re:oolisla:,s.lsxkial :‘«‘.gin}ee;ing au-ﬁlde:a{a«e e;1da weakness in Google's Authenticator app whose personal data was lifted in a breach sometime before August 2019 and was
helped hacker braach the company last month. . . i
pec e fackerbreach the company astmanth recently made available in a public database.
‘w By Michael Kan  September 15,2023 § X & e
loT vendors faulted
S Targetec or slow progress in
Artince attacks

@ lIrish Star on MSN - 2h ntelligence

Dark web paedophiles are using Al to
create deepfake child abuse images - and
it's on the rise

2030

Mirror - 14 :

Horrific world of Al child sex Cross border ICT
abuse - ‘collections’ of service providers Skill shortage
victims and tech risks j a5 a single point

of failure
WORLD
ECONOMIC
FORUM

Cybersecurity Dive

- @ https://www.cybersecuritydive.com/news/ransomware... ~ X . ) .
* The global talent shortage, which spans nations states and industries,

could reach 85 million workers by 2030, causing approximately $8.5
trillion in unrealized annual revenue.

Ransomware attacks are hitting critical infrastructure more often, ...
wes Mar 11,2024 - More than 2 in 5 ransomware attacks reported to the FBIin 2023 targeted ...

+ Four million professionals are urgently needed to plug the talent gap in the
global cybersecurity industry.

+ Attracting, training and ing eyb ity professionals is key to
helping organizations and society stay safe online, according to the World
Economic Forum's Strategic Cybersecurity Talent Framewark white paper.

THREATS

vulnerabilit

disclosure process

enhanced by
smart device
data

24 January 2023

Lack of
analysis
and contral of
space-based
infrascructurs

Rise of and objeces
advanced
hybrid threats




Emerging Technologies
and Associated Threats
Deepfakes
Holograms
Risks and Misuse

Emerging Al Threats
and Risks

Ransomware Surge
Synthetic Media
Manipulation
Open-Source Tool
Exploitation
Undetectable Cyber
Threats

Emerging Technologies and their
impact on Cybersecurity

Artificial Intelligence

(Technology that simulates human intelligence in
machines)

Quantum Computing

(Computing that uses quantum-mechanical
phenomena to perform operations on data)
Internet of Things (loT)

(Network of interconnected devices that
communicate and share data)
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Vulnerability
Management

Network

Successful implementation
of a Cyber Resilience
Strategy

IT'S NOT THE
KNOCKDOWRMNS

Impact of Al in mitigating A THAT DEFINE US..

Cyber Threats

Resist the urge to rush into execution mode
Roadmap implementation
Am | prepared for disaster recovery?
Build partnerships to maintain secure systems and connectivity
Do | know my attack surface exposure?

Are my users educated around the threats? - Shared Vision across

Not "IF" but "WHEN" the corporate



Q&A
and
Discussion
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Thank you

Security As A Service Centre
SecNet.Sales@datacentrix.co.za

Incident Response As A Service
CyberCrimel ine@datacentrix.co.za



mailto:CyberCrimeLine@datacentrix.co.za
mailto:%E2%80%93SecSales@datacentrix.co.za
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