
1

Zero Trust….Assume Compromise

The main reason to look at backup now is ransomware. 
Thick walls are not enough.”

CIO
Leading Security 
Software Vendor
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The anatomy of a Ransomware attack

Ransomware locks down data

+
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Presenter
Presentation Notes
VALUE DRIVER 1 PAIN SLIDE ��Intent: Walk customer through real situations we see playing out. Ask if this is a situation that has hit them or anyone in their industry�Speaker: ��Talk Track: ��Let me quickly tee up how we have observed some of these attacks playing out:  

Transactional systems are locked
Note received
Decision to make - do you pay ransom or attempt to recover
Most companies have invested significantly in security and data protection tools so of course they try and recover
So they engage two separate teams: IT and Security Ops
Security performs forensics (and other tasks)
Ultimately asking IT to restore some data
Bad guys know this, so they go after the backups in particular
If you need to restore from backups and they are compromised, companies then have no choice but to pay ransom. And this could be after weeks of investigation
Even if backups are safe, corporations might not be out of the woods yet…  they need to know specifically what to recover and how long will that take.. if those answers are insufficient - then they are back to paying the ransom


ACTION: Ask if this situation is familiar, has it happened to them or anyone in their industry? �ACTION: Drag them through the glass.  What’s going through your mind? Is this consistent with how you view a potential cyber attack? 
ACTION: If customer has cyber attack experience, go deeper and dig out pain and outcomes. ��“Tell me about which aspect of this is most challenging. Why?” 
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The Problem With Ransomware Recovery Today

Target back-up 
systems via open 

protocols

Extremely 
difficult to assess 

'blast radius'

Recovery is too 
slow – SecOps and 
ITOps disconnected

Is high-value, 
sensitive data 

affected?

Presenter
Presentation Notes
A key challenge with ransomware attacks is they target your backups, which you thought were safeguarded. If your backups get compromised, perhaps because they are using the same open protocols as your production storage systems, they may not be your last line of defense. 

Another challenge is assessing the blast radius of an attack. What machines, hosts and filesets were attacked? Organizations are tempted to pay the bad guys because they just don't know what has been compromised.

Yet another complication is protecting sensitive data. Too often, IT teams don't know whether a ransomware attack compromised sensitive data, like PII and regulated data. 

Lastly, even if you conclude that you are able to recover affected applications, how long will it take to restore? If the recovery process is too slow, some may be inclined to pay the bad guys. This can be touchy when IT teams can’t immediate pinpoint last known clean copies of data from which applications can be quickly recovered. 
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Native Immutability 

Data is air-gapped and cannot 
be accessed or encrypted by 

ransomware

Scoped Anomaly 
Detection

Assess what data has been 
impacted and determine 

blast radius of attack

Sensitive Data 
Assessment

Discover if sensitive 
data is at risk

Expert Guided 
Recovery

Automated recovery playbook to 
get your application the nearest 

clean data, with sequencing 
order and recovery type

The Rubrik Approach: Zero Trust Data Management

Presenter
Presentation Notes
Our approach is what we call Zero Trust Data Management. The Rubrik platform assumes that all users, devices and applications are not trustworthy and may have been compromised. Trust nothing. Verify everything. 

This starts with Rubrik’s unique native immutability and logical air gap. This means your data cannot be accessed or encrypted by ransomware.
Then, we provide fully-scoped anomaly detection to intelligently assess the blast radius of ransomware, determining what data was affected.
Along with that intelligence comes sensitive data assessment, which identifies and classifies sensitive data to determine whether it was impacted by an attack.
And finally, we provide a number of expert-guided recovery options to get your data and applications back online quickly.


Background

1. Why Rubrik: Rubrik delivers Zero Trust Data Management
�2. What does that mean: The Rubrik Platform is architected with BitReslienceTM  to deliver security and resilience at the point of data, so you can rely upon your protected data to initiate a recovery process.
�3. How do we do that: Rubrik’s approach has several unique capabilities: 
�Always available, immutable data: Rubrik’s own Atlas file system creates a logical airgap of protected data, not accessible or discoverable from the network. We have developed a tight coupling between the software and backup appliance with zero trust to open protocols. And of course two-factor authentication is on by default.

Security Intelligence- to understand the scope of the attack, which bits were affected and which were not, and to analyze whether sensitive or regulated data is impacted, and whether certain users are involved.

Orchestrated recovery- delivers an automated recovery playbook to get your application the nearest clean data. The playbook includes the groups of affected workloads, sequencing order, the necessary components and the recovery type (LiveMount, Export, Instant Recovery) 
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+

Engage IT Ops & SecOps

ENABLE CROSS-TEAM 
COLLABORATION

Rubrik’ Security at the Point of Data

Ransomware locks down data

+
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RECOVER
DATA

Backups
Safeguarded

Presenter
Presentation Notes
VALUE DRIVER 1 PAIN SLIDE ��Intent: Show how the situation changes with Rubrik. �Speaker: ��Talk Track: ���Where does Rubrik fit?

Build 1: 
When it comes time to recover - we have insights we can easily share to drive collaboration between IT and Security Operators
In fact, we work with solutions like PA Networks XSOAR to help orgs drive the fastest solution possible

How do we do it?  

Build 2:
Starts with modern data protection solution built on Zero Trust Architecture with scratch-built file system to ensure the backups themselves are immutable
Insights surface the scope of the attack so you know what exactly you need to recover
We can also identify if sensitive data was in scope
And then recover fast

ACTION: Ask what is going through their mind
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Secure backup checklist

1 Are our backups air-gapped and natively immutable?

4 Detect & Recover – Can we detect simulated ransomware attacks and automate recovery? 

2 Are Logins secured with Multi-Factor Authentication and Time-Based One-Time Pin?

3 Retention Lock – Is their any way to expire backups prematurely? 

5 Analyze Impact – Can we Automatically detect sensitive data in backups? 
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