
Information Security

Ten professional disciplines 
are necessary to 
completely secure your 
organisation's information.
 

Phones, PCs, printers are 
all endpoint and network 
attached devices that 
expose your information to 
risk. Tablets, USB memory, 
laptops are others that 
must be monitored and 
secured.

24 hours per day. It is 
important that all layers 
and aspects of the 
information technology 
stack are monitored all of 
the time and every day to 
avoid your information 
being compromised. 
  

People, processes and 
technology need to be 
tightly integrated to ensure 
an information 
environment that meets 
acceptable risk tolerance 
levels.
  

10 P’s 24 PPT



Timely and reliable information is necessary for decision 
support and to process transactions. An organisation's 
financial wellbeing can be adversely affected if information 
becomes known to unauthorised parties, is altered, or is 
unavailable when it is needed. 

Information security from Datacentrix is a process by which a 
specialist team of engineers works with responsible 
personnel in your organisation to protect and secure your 
organisation's data, systems, media, and IT facilities.                        

In addition, the process is essential in protecting the privacy 
of customer information. 

Organisations and their service providers should maintain 
effective security programmes aligned with their operational 
complexity. Security is not a once-off control; it is an ongoing 
process that includes the ability of the organisation to 
continually assess its security position and react 
appropriately in the face of rapidly changing threats, 
technologies, and business conditions. 

Datacentrix works with you to establish and maintain truly 
effective information security by continuously integrating 
processes, people, and technology to mitigate risk in 
accordance with risk assessments and acceptable risk 
tolerance levels. We will ensure that your information is 
protected by instituting a security process that identifies 
risks, builds strategies to manage the risks, implements the 
strategy, tests the implementation, and monitors your 
information environment to control the risks. 

Information is one of your most important 
assets. The protection of all information 
assets is necessary to establish and maintain 
trust between your organisation and your 
customers, to maintain compliance with the 
law, and to protect the reputation of the 
organisation. 

Datacentrix uses ten specific information security objectives 
to ensure a holistic solution is achieved to meet the security 
requirements of confidentiality, integrity, availability, 
accountability and assurance (governance):

1.  One of the key Vulnerability management:
components of establishing a holistic protection 
methodology is to ensure that you can identify 
vulnerabilities within the customer's environment 
sufficiently in time to allow for proactive remediation.

2.  Although the Internet service Content filtering:
provider filters the majority of content, not all malicious 
or unsavoury content is identified, generally leading to a 
large volume of unsolicited content reaching the 
customer's internal network environment. It is therefore 
expedient to implement a more refined solutions layer 
that provides web and email filtering.

3. is a proactive Intrusion prevention system (IPS) 
mechanism to alert and block possible harmful 
intrusions such as denial-of-service attacks, hacking 
attempts and other malicious activity.

4.  The use of firewalls and unified Perimeter defence:
threat management systems (UTMS) has become the 
norm in any effective information protection strategy. 
The UTMS is an effective first line of defence to restrict 
and control access at the network perimeter.

5.  The mobile and desktop endpoint Endpoint security:
device has become ubiquitous as the main tool used to 
access corporate information and services and has 
therefore also become a primary point of security failure. 
A robust and reliable protection strategy to ensure the 
safety of these devices is essential.

6. DLP Data loss prevention (DLP) and encryption: 
systems help reduce the risk of the unintentional 
disclosure of confidential information. It is therefore 
crucial to determine what information needs to be 
protected and where it should reside as a first step. 
Encryption of the data is one of the most common 
methods in ensuring information is unreadable to anyone 
except those with the decryption key.

7. Is a policy-Data network access control (NAC): 
defined technology, implemented to restrict access to 
network resources and services. Typically mobile and 
self-owned devices not under the control of the company 
will be audited according to best practices and policy 
guidelines before access is granted.

8. Typically this applies to the use of a Database security: 
broad range of information security controls to protect 
databases; including the data, the database applications, 
the database systems, the database servers and the 
associated network links' identity and access control.

9.  describes the management of Identity management
individual identities, their authentication, authorisation, 
roles, and privileges/permissions within or across system 
and enterprise boundaries. It also forms the basis of 
granting access to information and resources.

10. Governance, risk management, and compliance 
(GRC): GRC activities are increasingly being integrated 
and aligned to avoid conflicts, wasteful overlaps and gaps. 
GRC encompasses activities such as governance, 
enterprise risk management (ERM) and compliance with 
applicable laws and regulations.
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About Datacentrix

Datacentrix is a complete ICT systems integrator, providing solutions and 
services across the full information value chain to its customers. The company 
uses leading technologies to drive customer business strategies, unlocking 
efficiencies and empowering meaningful business insight.

Our most valuable assets are captured in the minds and spirit of our people. 
Every person at Datacentrix is a critical part of our service delivery model and 
our strategy for generating sustainable value for our customers and 
stakeholders.

We value partnerships and go the distance to establish trusting, lasting 
customer and stakeholder relations. Our longstanding affiliations and 
accreditations with our technology partners enable direct access to technology 
using the shortest channels.

It's our passion for excellence that drives our innovative and flexible solution 
design. Datacentrix' value-driven strategy and proven execution capability 
reinforce its position as one of the top ICT players in the local market.

www.datacentrix.co.za

Technical data: Information Security Solutions

Fortinet

Fortinet, Symantec, McAfee

Fortinet, McAfee, Palo Alto

Fortinet, Palo Alto

Symantec, McAfee

RSA Security, Symantec, McAfee

Symantec, McAfee, Fortinet

Fortinet, McAfee

eDNA, RSA Security

RSA Security, Symantec

Vulnerability management

Content management

Intrusion prevention

Perimeter management

Endpoint and mobile security

Data loss prevention and encryption

Network access control

Database security management

Identity and access management

Governance, risk and compliance
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