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Datacentrix is a leading hybrid ICT 
systems integrator and managed 
services provider.

Our expert teams leverage the power 
of technology to connect, transform 
and future-proof business. 

The company's value-driven approach 
and proven execution capability 
reinforce its position as one of the top 
ICT players in the market.

Datacentrix has an expanding African 
footprint and presence in the Middle 
East.
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Datacentrix advances operational excellence and governance 
through ISO certification alignment 

Zutari modernises core infrastructure with Datacentrix for cross-site 
resilience 

Tharisa Minerals drives connected mining in an African first, with 
adaptive wireless solution from Datacentrix 

Six infrastructure priorities for AI and cloud readiness

Datacentrix crowned HPE South Africa Partner of the Year – also 
recognised as Services, Storage and Security Partner of the Year 

New research finds only 5% of enterprises are fully ready for the 
Great Virtualisation Reset  

Datacentrix secures Agrimark Information Management Supplier 
Award for third time running 

Datacentrix continues to invest in education through targeted CSI 
donations across South Africa  

Future Scenarios: The South African Broadband LEO Industry 

The rise of response-ready cybersecurity  

Agentic AI and the future of higher education 

Cloud + data = AI  

Industrial AI: The shift from operational support tool to core 
production intelligence engine 

Cloud cost optimisation becomes a strategic priority 

Low Earth orbit satellite connectivity reshapes options for remote, 
resilient networks 

Shedding light on dark data; a critical step before AI can deliver value

Rethinking attack surface management
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Message 
from the CEO

Across industries, from financial services and mining to 
agriculture and the public sector, organisations are facing a 
convergence of pressures. Data is expanding exponentially, 
regulatory requirements are tightening, cyber threats are 
escalating and the expectations placed on IT leadership 
continue to rise. In this environment, the need is clear: 
business leaders need a partner that understands their 
operational realities and delivers outcomes that align to 
strategic agendas.

Datacentrix has consistently evolved to meet the changing 
needs of our clients, while maintaining a strong focus on 
execution, accountability and long-term value creation. Our 
ISO certifications and recertifications are not simply 
compliance milestones – they reflect our commitment to 
operational excellence, robust governance and the 
protection of one of our clients' most critical assets: their 
information.

At the same time, the pace of innovation continues to 
accelerate. Cloud, data and artificial intelligence are 
converging to reshape how organisations operate and 
compete. Yet, real value is only realised when these 
technologies are implemented with clear intent. Whether 
it's enabling intelligent data platforms, optimising cloud 
environments for cost e�ciency, or embedding AI 
responsibly within business processes, our approach 
remains consistent: practical, value-driven and aligned to 
measurable impact.

This is particularly important as organisations look to 
adopt AI. The pressure to act is real, but without the right 
governance, data readiness and architectural foundations, 
these initiatives risk falling short. At Datacentrix, we focus 
on applying AI where it delivers tangible value – enhancing 
decision making, improving operational e�ciency and 
supporting sustainable growth – all within secure, 
compliant and well-governed environments.

Equally, resilience has become a defining priority. From 
response-ready cybersecurity strategies to business 
continuity and disaster recovery, organisations are 
recognising that preparedness is what determines success 
in the face of disruption. Our role is to ensure that resilience 
is not an afterthought, but an embedded capability across 
people, processes and technology.

As you explore this edition of Infocentrix, you will see these 
themes come to life – from client success stories and 
industry insights to innovations shaping the future of 
connectivity, cybersecurity, cloud and AI. Each reflects our 
commitment to helping organisations move beyond 
complexity and unlocking real business value.

We invite you to see Datacentrix not just as a technology 
partner, but as a trusted advisor in your journey towards a 
more resilient, intelligent and sustainable future.

Together, we can build a resilient future – driven by purpose, 
anchored in integrity and strengthened by our responsibility  
to each other and our communities.

Warm regards,
Ahmed Mahomed
Group CEO, Datacentrix

Engineering resilience. 
Enabling intelligent growth.

At Datacentrix, our focus remains steadfast: enabling our 
clients to operate with confidence, adapt with agility and grow 
with purpose.

Business leaders need a partner 
that understands their operational 
realities and delivers outcomes 
that align to strategic agendas.



COMPANY NEWS

Datacentrix operates in accordance with globally 
recognised management standards, including ISO 9001 for 
quality management, ISO 14001 for environmental 
management, and ISO 45001 for occupational health and 
safety. These certifications underpin the organisation's 
commitment to providing a safe, responsible and high-
quality working environment for its employees.

The company has also successfully recertified its 
comprehensive suite of information security and privacy 
standards, including ISO 27001, ISO 27017, ISO 27018,     
ISO 27032 and ISO 27701. This achievement reinforces 

Datacentrix has further reinforced its position as a trusted partner through the achievement 
of new ISO certifications, alongside the recertification of existing international standards. 
The organisation's focus on risk management and continuous improvement translates 
directly into greater operational consistency and clearer accountability.

Datacentrix has remained 
deliberate and forward-thinking 
in building an integrated system 
that supports our strategic goals. 
These certifications are 
demonstrable proof of our 
unwavering commitment to 
information security and give us 
a competitive advantage in terms 
of maintaining a strong security 
posture and building trust with 
our customers and vendors.

Ahmed Mahomed
Datacentrix 
Group CEO

Datacentrix's ongoing focus on safeguarding information, 
protecting customer data and maintaining robust 
governance frameworks as the organisation continues to 
grow.

The recent attainment of ISO 27035, the international 
standard for information security incident management, 
formally recognises Datacentrix's integrated processes for 
identifying, responding to and managing information 
security incidents – a critical capability in an era of growing 
cyber threats and escalating data protection requirements.
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Says Ahmed Mahomed, Group Chief Executive O�cer at 
Datacentrix: “In today's digital environment, where data is 
one of the most valuable assets for any organisation, 
having a robust information protection system is essential.

“Datacentrix has remained deliberate and forward-thinking 
in building an integrated system that supports our 
strategic goals. These certifications are demonstrable 
proof of our unwavering commitment to information 
security and give us a competitive advantage in terms of 

maintaining a strong security posture and building trust 
with our customers and vendors,” he states.

Mahomed adds: “As we navigate an increasingly complex 
digital landscape, the ISO 27000 series provides guidance 
for us to navigate this complexity. Embracing these 
standards shows our resilience and focus on safeguarding 
valuable information assets and reinforces why 
Datacentrix endures as the partner of choice for 
organisations seeking sustainable, secure and compliant 
ICT services.”

As a managed services provider, Datacentrix's structured 
approach to service management and strong focus on 
quality delivery has resulted in recertification for a second 
year for ISO 20000-1, the international standard for IT 
service management.

“The goal has been to ensure alignment of IT services 
with business needs, ensuring e�ective service 
management,” he comments. “Furthermore, ISO 
22301:2019, the standard for business continuity 
management, confirms that Datacentrix has developed 
robust systems and procedures to ensure service delivery 
remains uninterrupted in the face of potential disruptions. 
Our focus has been on ensuring business continuity with 
minimal interruption to our customers.”

The ISO 27000 family of standards enables 
organisations to:
· Ensure the confidentiality, integrity and 

availability of information assets to avoid 
operational and reputational damage.

· Comply with legal and regulatory 
requirements, including data protection 
legislation.

· Increase customer and partner confidence 
through independent certification.

· Reduce risks associated with cyber incidents 
by minimising the likelihood and impact of 
attacks.

22301:2019
MANAGEMENT SYSTEM
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The project, delivered by Datacentrix, also included the 
expansion of storage capacity at Zutari's Cape Town data 
centre, to enable seamless virtual machine replication 
between its two sites. 

Ageing infrastructure reaches end-of-life
By mid-2025, Zutari's primary server environment had 
reached end-of-life and end-of-support status, and 
upcoming platform shifts created additional urgency. 

“We were moving to VMware vSphere 9.0 and the legacy 
CPUs weren't supported,” explains Stephan Botha, IT 
Operations Lead at Zutari. “Our existing servers had 
performed well, but we had reached a point where 
replacement was essential.”

Datacentrix, a long-standing infrastructure partner to Zutari 
for more than seven years, was engaged to evaluate 
workloads, model future requirements and guide 
technology selection. 

“Datacentrix supported us from start to finish,” he adds. 
“They provided options and recommendations, including 
the comparisons we needed to make an informed decision.”

A modern, high-performance platform for the future
After a full assessment, Datacentrix recommended x86-
based servers for the Ashlea Gardens data centre, 

delivering higher performance gains, improved energy 
e�ciency and stability, cost benefits and better alignment 
with Zutari's SQL-heavy workloads.

To meet disaster recovery needs, Datacentrix expanded 
production storage at Zutari's Cape Town site. This enables 
the seamless replication of critical virtual machines from 
Ashlea Gardens to Cape Town.

As part of the solution, Zutari renewed its VMware licensing, 
moving to VMware Cloud Foundation (VCF) and implementing 
VMware Site Recovery Manager (SRM) to automate and 
orchestrate cross-site replication.

“Zutari needed a platform that could support future 
workloads,” says Kristo� Kasch, Senior Architect at 
Datacentrix. “The combination of the new servers, storage 
platform and the automated disaster recovery (DR) and 
business continuity solution gives them a modern, scalable 
foundation with built-in resilience.”

A step change in performance and e�ciency
The modernisation project has delivered immediate value to 
Zutari. “We were able to consolidate from 12 production 
servers to just seven, which made a significant di�erence to 
our cooling and power consumption,” Botha comments. 
“While we don't measure usage granularly, we are definitely 
seeing the positive impact on our utility bill. We've also 

Zutari modernises core 
infrastructure with Datacentrix for 
cross-site resilience

Zutari, which positions itself as a leading infrastructure engineering and advisory practice, 
has modernised the server environment at its main data centre in Ashlea Gardens, Pretoria, 
to support rising performance demands and improve operational resilience. 
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observed noteworthy performance gains – performance has 
tripled, if not more – and the di�erence has been clear 
across our workloads.”

Furthermore, Zutari's disaster recovery posture has been 
strengthened. With expanded production storage capacity, 
Zutari can now fully replicate its 20 most critical virtual 
machines to Cape Town.

The project also forms a key part of Zutari's journey towards 
ISO 27001 certification, which requires all infrastructure to 
be fully supported, maintained and under warranty. “This 
was step one of multiple o�ce upgrades that we need to 
complete,” Botha discloses.

“Datacentrix has guided and supported us across multiple 
environments and even helped with the seamless move of 
our data centre to our new head o�ce building in Ashlea 
Gardens several years ago. From maintaining our 
infrastructure to supporting o�ces across Africa, they've 
been a one-stop shop. We couldn't ask for a better partner.”

Kasch echoes this sentiment from the Datacentrix side. 
“Trust is earned over time. Zutari knows we'll bring the right 
expertise, deploy correctly and continue to optimise the 
environment so that they enjoy maximum business impact 
and return on investment.”

Deon Insel, Senior Account 
Manager at Datacentrix; 
Mark Coutts, Lead: 
Information Services at 
Zutari; Kristo� Kasch, 
Senior Architect at 
Datacentrix; Stephan 
Botha, IT Operations Lead 
at Zutari; Shawn Marx, 
Infrastructure Business
Unit Manager at Datacentrix

We were able to consolidate from 
12 production servers to just 
seven, which made a significant 
di�erence to our cooling and 
power consumption. While we 
don't measure usage granularly, 
we are definitely seeing the 
positive impact on our utility bill.
We've also observed noteworthy 
performance gains – 
performance has tripled, if not 
more – and the di�erence has 
been clear across our workloads.
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Tharisa Minerals' core asset is the Tharisa Mine, an open-
pit platinum group metals (PGM) and chrome mining 
operation in the North West province of South Africa, 
situated in South Africa's western limb of the Bushveld 
Complex, which is home to more than 70 percent of the 
world's platinum and chrome resources.

Tharisa's Chief Information O�cer, Paul Collins, 
approached Datacentrix to help solve a strategic 
challenge common to modern mining operations: 
enabling reliable, pit-wide wireless connectivity capable of 
keeping pace with the constantly shifting topology of an 
open-pit mine.

The organisation had previously relied on standard 3G 
coverage, through SIM cards in certain fleet vehicles. 
However, this did not support Tharisa's vision of 
'Connected Machines and Connected People', where real-
time data from mobile mining equipment, operational 
systems and field personnel is enabled to flow seamlessly 

across the site. This level of connectivity is critical for 
supporting fleet management, telemetry and safety systems 
across assets such as excavators, drill rigs and haul trucks.

“From our perspective, the driver wasn't the technology itself, 
but the operational use case,” says Collins. “We needed to 
ensure that our maintenance teams in the pit could remain 
connected at all times. Without reliable connectivity, their 
mobility and e�ciency were limited.”

Overcoming the connectivity challenge
In an open-pit environment, conditions are constantly 
changing. Benches shift, haul roads move and line-of-sight 
conditions are continuously a�ected, creating dead spots.

“The simplest way to describe it is that the hotspots are 
always moving,” Collins explains. “You don't want to 
constantly rebuild your network infrastructure to 
accommodate this. It needs to adapt automatically as the 
operational environment evolves.”

Tharisa Minerals 
drives connected
mining in an 
African first, 
with adaptive
wireless solution 
from Datacentrix

Tharisa Minerals, an integrated resource group critical to the energy transition and 
decarbonisation of economies, has successfully transformed its South African open-pit 
mining operation into a highly connected, data-driven environment. This is the result of the 
deployment of an advanced wireless network solution – the first of its type in Africa – in 
partnership with Datacentrix. 
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Traditional wireless approaches, including mesh networks 
and private LTE or 5G, were evaluated but ultimately did 
not meet Tharisa's requirements due to cost, complexity 
and limited adaptability.

“We did consider LTE and 5G, but the cost simply didn't 
justify the value for our use case,” Collins notes. “We're a 
low-cost producer, so we actively look for solutions that 
support this strategy.”

“The key consideration was finding an alternative to LTE 
and 5G that could deliver similar functionality, but without 
the associated cost and complexity,” adds Gys Malan, 
Solutions Architect at Datacentrix. “Tharisa also needed 
something easy to manage, without the overhead typically 
associated with traditional mesh networks.”

A flexible alternative
To address these challenges, the two organisations 
identified RADWIN's FiberinMotion® technology as a viable 
alternative, o�ering high throughput, low latency and the 
ability to support mobility in demanding environments. 
Following initial consultations, Tharisa and Datacentrix 
collaborated on a proof of concept (POC) to validate the 
solution in a live mining environment. The POC 
incorporated a hybrid design of fixed high sites for point-to-
multipoint and point-to-point connectivity, along with two 
temporary six-meter mobile towers simulating trailer-
mounted high sites. Testing extended across several fleet 
assets, including excavators, a dump truck and a light-duty 
vehicle, to assess roaming performance, handover 
capability and overall network stability.

“The POC phase involved multiple iterations, with repeated 
testing and validation under real-world conditions until we 
were confident in the solution, and the results were very 
encouraging,” says Collins. “We achieved broad coverage, 
and even where there were minor gaps, they aligned with 
our expectations based on tower positioning. It gave us 
confidence that we could meet our operational 
requirements.”

From concept to deployment
Following the successful POC, Datacentrix deployed the 
permanent network infrastructure, including two 
ruggedised, trailer-mounted towers acting as nomadic high 
sites that can move with the pit as it evolves.
The solution has now been operational for approximately a 
year, delivering reliable connectivity across the mining 
environment.

“The key outcome for us was enabling telemetry across our 
fleet and improving visibility into performance,” Collins 
explains. “We can now stream data, monitor operations and 
even support video feeds from equipment like excavators. 
That simply wasn't possible before.”

Gys Malan, 
Solutions 

Architect at 
Datacentrix

The key consideration was 
finding an alternative to LTE 
and 5G that could deliver 
similar functionality, but 
without the associated cost 
and complexity. Tharisa also 
needed something easy to 
manage, without the overhead 
typically associated with 
traditional mesh networks.
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In addition to operational e�ciency, the solution has 
enhanced safety through improved monitoring and control 
of fleet activity.

“For example, we can track behaviours such as unsafe 
machine operation, enabling better operational control and 
contributing to safer working conditions,” he adds.

A scalable platform for the future
Beyond immediate benefits, the deployment has 
established a scalable digital platform for Tharisa's broader 
operations.

“We now have a network backbone that can support both 
critical and non-critical tra�c, which is something we didn't 
have before,” says Collins. “There's still a maturity journey 
ahead in terms of optimisation, but the platform is stable and 
performing well.”

According to Malan, the total cost of ownership of the 
infrastructure is also lower because it can be managed end-
to-end internally. “This is di�erent to an LTE environment, for 
example, which often would require external dependencies.”

Setting the benchmark in Africa
The Tharisa Mine deployment marks the first implementation 
of RADWIN's FiberinMotion® technology in Africa, positioning 
the company at the forefront of connected mining innovation 
on the continent. With additional deployments already 
underway across the region, the project is setting a 
benchmark for how adaptable wireless architecture can 
enable digital transformation in mining.

“What started as a challenge to achieve reliable connectivity 
has become a long-term proven platform strategy for us,” 
Collins comments. “We now know that we've invested in 
something that is not only e�ective today, but reusable across 
the group and scalable for the future.”

To this point, the organisation is currently extending its use of 
the same technology at Karo Platinum, its newest low-cost, 
open-pit PGM asset, located on the Great Dyke in Zimbabwe.

“The Tharisa deployment was the first in Africa, and a second 
is now in progress at Karo Mining in Zimbabwe,” he says. “The 
Zimbabwe rollout will cover a significantly larger operational 
footprint, further demonstrating the scalability of the solution 
in complex mining environments.”

The ability to deploy and manage the solution remotely has 
also been a key advantage. “We now have enough confidence 
in the platform to roll it out in another country without 
needing a team on site within close proximity. That's a critical 
factor for us.”

A trusted partnership
Collins highlights the role of Datacentrix as a key factor in the 
project's success. “It comes down to trust and 
responsiveness. If I can pick up the phone and get support 
when I need it, that makes a big di�erence,” he says. 
“Datacentrix understands both the technology and the 
mining industry, which means we can align quickly and move 
forward without unnecessary complexity.”

“The RADWIN FiberinMotion® solution has subsequently 
been adopted by several other local mining organisations, 
with the assistance of Datacentrix, reinforcing its ability to 
enable safe, scalable, and cost-e�ective digital transformation 
across the full mining lifecycle,” Malan concludes.

What started as a challenge to 
achieve reliable connectivity 
has become a long-term 
proven platform strategy for 
us. We now know that we've 
invested in something that is 
not only e�ective today, but 
reusable across the group and 
scalable for the future.
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Six infrastructure priorities for 
AI and cloud readiness

As enterprises seek to operationalise artificial intelligence 
(AI) and cloud, infrastructure decisions become long-
term strategic commitments. Short-term fixes and 
incremental upgrades are no longer su�cient to support 
the scale, reliability and performance that AI and cloud 
demand. Enterprises must instead build a foundation 
designed to evolve alongside rapidly changing data and 
compute requirements.

IT leaders are responding by focusing on a set of core 
infrastructure priorities that enable AI and cloud to 
operate locally, e�ectively, securely and at scale. These 
priorities address not only technical performance, but 
also risk, regulatory compliance, operational e�ciency 
and sustainability. Together, they form the architectural 
baseline required to support AI and cloud today, and to 
adapt as models, workloads and business demands 
continue to grow.

These six priorities represent the essential infrastructure 
capabilities shared by AI and cloud-ready enterprises 
across industries.

1. Capacity
AI and cloud workloads evolve faster than 
traditional IT planning cycles. Infrastructure 
must scale dynamically without unnecessary 
cost or disruption. 
Leaders need: Flexible, high-density 
colocation that supports rapid expansion, from 
a single rack to multi-megawatt footprints.  

2. Latency
AI and cloud workloads depend on fast data access. 
Distance slows decision making and degrades the user 
experience. 
Leaders need: Proximity and adjacing to major cloud 
platforms, fibre routes, internet exchanges, service 
providers and edge locations.

3. Complexity
Complexity introduces cost, risk and delays. Simplified, 
modular architectures accelerate AI and cloud 
adoption.
Leaders need: Integrated infrastructure ecosystems 
that consolidate compute, storage, networking, cloud 
connectivity, partners and services in one location.

4. Compliance
It's critical to ensure your infrastructure upholds evolving 
data sovereignty, privacy and regulatory rules as well as 
industry-specific requirements. 
Leaders need: In-region infrastructure that o�ers secure, 
private connectivity and trusted operational controls.

5. Risk
AI and cloud adoption often comes with increased 
exposure to outages, data loss, or system instability. 
Leaders need: Enterprise-grade facilities, resilient power 
systems, governance frameworks and secure 
interconnection.

6. Sustainability
AI and cloud power density and energy consumption 
require e�ciency strategies that balance performance and 
environmental responsibility. 
Leaders need: Energy-optimised data centres, advanced 
cooling, renewable-energy programmes and transparent 
sustainability metrics.

Platform Teraco – 
Power your digital infrastructure
Build and deploy your hybrid IT strategy on Africa's 
trusted data centre platform. Connect to a diverse 
ecosystem within a power-resilient, highly secure and 
sustainable data centre environment.
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Taking the highest honour of the HPE South Africa Partner 
Awards programme, Datacentrix was recognised as 
excelling across revenue, growth, certified capability and 
ecosystem leadership. In addition, Datacentrix was named 
as Services Partner of the Year, Storage Partner of the Year 
and Security Partner of the Year, in acknowledgement of its 
services leadership, deep technical expertise, market 
strength and the ability to execute on high-value 
opportunities.

During the ceremony, attention was drawn to some of 
Datacentrix's key achievements. This includes one of the 
largest security deals in the region for FY25, the Middle East 

and Africa (MEA) HPE Aruba Networking Deal of the Year and 
a significant headline storage win.

According to Dave Thomas, Enterprise Business Unit 
Manager at Datacentrix, the partnership shared between the 
two organisations has evolved significantly over the past 30 
years. “HPE's current strategy is the strongest we've ever 
seen and provides clear direction for the year ahead. Its focus 
on hybrid cloud, networking and AI resonates with our local 
customers and closely aligns with Datacentrix's own 
approach.

“These awards recognise the dedication and contributions of 
the Datacentrix team in delivering strong growth and positive 
customer outcomes,” says President Ntuli, Managing Director 
of HPE South Africa: “The HPE South Africa Partner Awards 
celebrate a year of tremendous achievements and partner 
excellence. Congratulations to Datacentrix on being named 
FY25 Partner of the Year and on three additional awards, 
reflecting the teams consistent focus on collaboration, 
innovation and alignment with HPE's strategy.”

Datacentrix has received four awards at 
the recent Hewlett Packard Enterprise 
(HPE) South Africa Partner Awards FY25, 
including the highly competitive 'FY25 
Partner of the Year' title.
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As AI increased operational complexity and cloud costs, 
enterprises are rethinking whether their infrastructure is 
equipped to stay competitive, according to a new survey 
from HPE. The survey of nearly 400 global enterprises 
examines how organisations are responding to changing 
virtualisation needs amid pervasive licensing changes.

The virtualisation market is at a tipping point.
More than two thirds of enterprises are planning material 
changes to their virtualisation strategy within the next two 
years; however, only 5% are fully ready, highlighting a 
significant gap. CIOs and IT teams are increasingly worried 
about cost unpredictability, AI readiness and the need for 
speed as they assess new virtualisation alternatives to stay 
ahead of the curve. Budget constraints (28%), technical 
complexity (24%), and migration risk (21%) followed 
closely by skills gap (20%) are cited as the top barriers 
slowing progress of the Great VM Reset.

Companies are overhauling their IT operations – not 
because of price alone.
Fewer than one in 10 enterprises (4%) cite licensing costs 
as the single biggest catalyst for virtualisation, 
underscoring the urgency is less about cost, and more 
about transformation to a hybrid operation model and AI 
readiness. Companies are taking a deliberate approach and 
not looking to just swap hypervisors. Data shows that more 
than half (57%) of enterprises are taking a phased 
approach to futureproof their IT, with hybrid cloud 
emerging as the preferred path forward to support AI 
performance demands. Today, 78% of provisions are in the 
public cloud, 61% in virtualised clusters, 48% in private 
cloud and 32% at the edge. Fewer than one in 10 
enterprises (4%) cite licensing costs as the single biggest 
catalyst for virtualisation, underscoring the urgency is less 
about cost, and more about transformation to a hybrid 
operation model and AI readiness.

New research finds only 5% of
enterprises are fully ready for the 
Great Virtualisation Reset 

Enterprises overwhelmingly see advanced AIOps as 
essential to modern virtualisation strategy.
IT leaders are racing to build systems that can meet the 
performance, data and scaling demands of AI, with over a 
quarter of IT decision makers putting AI readiness at the 
top of their list. When shaping future virtualisation and 
private cloud strategies, enterprises say access to unified 
backup and cyber recovery (70%), cross-platform 
governance (61%), and integrated observability and AIOps 
(55%) are very important or business critical.

“We're seeing enterprise leaders reassess longstanding IT 
assumptions to balance cost predictability, AI readiness 
and performance. This isn't just a rush to rip and replace, 
but a deliberate shift toward a more flexible and simplified 
operating model,” said Brian Gruttadauria, CTO of Hybrid 
Cloud at HPE. “What the data makes clear is that AI 
readiness now depends on how well virtualisation evolves. 
Our role is to help customers modernise in ways that close 
the gap between AI ambition and operational reality.”

Hewlett Packard Enterprise (HPE) survey reveals that more than two 
thirds of enterprises are planning material changes to their 
virtualisation strategy within the next two years as pressure mounts 
from AI, cost uncertainty and performance demands.

Key takeaways

· The next 12-24 months mark an inflection point 
for virtualisation as enterprises move from 
planning to active transformation.

· AI readiness is the primary force reshaping 
strategies in favour of a flexible, hybrid operating 
model.

· Security, observability and data protection rise as 
essential pillars of modern virtualisation.

For more information visit HPE's The Great 
Virtualization Reset report.
https://www.hpe.com/us/en/solutions/cloud.html
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Datacentrix secures Agrimark 
Information Management Supplier
Award for third time running

Agrimark, a subsidiary of the KAL Group, has established 
itself as a trusted one-stop shopping destination for a 
range of quality agricultural and lifestyle products, with 
more than 70 stores across South Africa. Its annual 
Supplier of the Year awards, inaugurated in 2011, recognise 
partners that demonstrate exceptional performance and 
alignment with the organisation's strategic objectives. 

Suppliers are evaluated across four operational channels – 
agriculture, retail, fuel and services – ensuring a fair and 
contextually relevant assessment process.

Agrimark maintains a highly selective approach within its 
Information Management (IM) category, explains Charl 
Graham, Agrimark's Group Manager: Information 
Management. This group encompasses approximately 30 
suppliers, of which around 10, including Datacentrix, are 
considered as essential partners to the business.

“The Supplier of the Year Awards are based on a stringent, 
structured evaluation process. Each month, suppliers are 
assessed against defined performance criteria, with 
integrity and ethical conduct forming a non-negotiable 
foundation. Any deviation from these standards results in 
immediate disqualification,” he says.

“As one of our strategic IM partners, with direct business 
impact, Datacentrix has maintained an enterprise-focused, 
trusted advisor relationship with Agrimark for over 15 
years, consistently delivering services to a very high 

Datacentrix has once again been recognised as Agrimark's Supplier of the Year for 
Information Management (IM), marking the third consecutive time the company has 
received this prestigious accolade.

standard. The company's track record speaks for itself. We 
regard Datacentrix as an integral part of our IM team – not 
merely as a service provider, but as a true strategic partner.

“Datacentrix's values and ethical conduct align strongly with 
those of Agrimark, underpinning the high level of trust we 
have built over the years,” Graham continues. “This alignment, 
combined with Datacentrix's technical expertise, depth of 
capability across business units and consistent quality of 
service and support, has added sustained value to Agrimark's 
operations.”

Datacentrix's values and ethical 
conduct align strongly with those 
of Agrimark, This alignment, 
combined with Datacentrix's 
technical expertise, depth of 
capability across business units 
and consistent quality of service 
and support, has added sustained 
value to Agrimark's operations.
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He adds that Datacentrix continues to play an instrumental 
and strategic role within Agrimark, contributing 
meaningfully to its business success. “I can confidently 
recommend Datacentrix as an excellent, customer-focused 
ICT integrator and service provider, without reservation,” 
Graham states. “When you have consistent delivery over 
time, it builds confidence. You get to a point where you 
don't have to worry constantly, because you know the team 
will deliver. That reliability is key.”

Francois de Kock, Sales Manager: Boland Region at 
Datacentrix, notes that over the past year, Agrimark and 
Datacentrix have focused on continuous improvement, 
optimisation and innovation across the environment. 

“At the same time, there's been a strong emphasis on 
maintaining and improving proactive service standards 
across both the enterprise landscape and branch 
environments. We have looked at how things can be done 
better, more e�ciently, and how we can ultimately help 
Agrimark to reduce costs while still improving 
performance.

“From Datacentrix's side, transparency is critical, 
particularly in today's fast-changing environment, where 
global supply chains pressures make open communication 
even more important. That directness is something we 
value strongly in our relationship with Agrimark.

“To be recognised by Agrimark consistently, across all 
business units, is a very humbling achievement. I don't 
think people always realise what it means for the teams 
behind the scenes – the individuals who work every day on 
service delivery, on projects, on doing the right thing. This 
acknowledgement is not something we take for granted 
and is genuinely appreciated, at all levels of the business,” 
De Kock concludes.

Arno Abeln, Managing Director at Agrimark 
Operations and Juane Peacock, Managing 
Director: Coastal Technology Solutions and 
Digital Business Solutions at Datacentrix

I can confidently recommend 
Datacentrix as an excellent, 
customer-focused ICT integrator 
and service provider, without 
reservation. When you have 
consistent delivery over time, it 
builds confidence. You get to a 
point where you don't have to 
worry constantly, because you 
know the team will deliver. That 
reliability is key.
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Supporting learners with special needs
In Mabopane, Tshwane West, Datacentrix provided 10 
notebooks to Bafeti Special School, an intermediate-phase 
institution serving learners with special educational needs. 
The devices will enhance digital learning and provide critical 
classroom support.

The company also contributed materials valued at over 
R500,000 to the Winnie Madikizela Mandela School in 
Soweto. The donation includes infrastructure that will be 
used as salon cubicles for the school's hair salon training 
programme or repurposed for its woodworking programme.

Established in 1975, the school now supports approximately 
400 learners with intellectual disabilities and o�ers 
practical skills training in areas such as woodwork, baking, 
hair salon services, computer skills and arts and crafts. 
Datacentrix's contribution strengthens its focus on 
equipping learners with workplace-relevant skills.

Advancing maths, science and teacher development
Datacentrix further invested R500,000 in cash donations 
and R500,000 worth of notebooks in the Thandulwazi 
Maths and Science Academy at St Stithians College. 
Founded in 2006, the Academy supports public school 
learners and teachers across greater Johannesburg 

through its Saturday School programme for Grades 9 to 12, a 
Teacher Intern Project, a Teacher Development Programme 
and an Academic Scholarship initiative.

The Academy plays a significant role in strengthening 
teaching and learning in mathematics, the sciences, 
accounting and english, while developing new educators and 
supporting talented historically disadvantaged learners 
through scholarship opportunities.

Expanding digital access in KwaZulu-Natal
In the Umlazi district of KwaZulu-Natal, Datacentrix donated 
20 notebooks valued at more than R250,000 to Merebank 
Secondary School, one of the few schools in the region 
o�ering Information Technology up to Grade 12 level. The 
devices will support learners in accessing digital tools 
essential for IT education and help advance the school's 
transition from largely traditional 'chalk and talk' teaching 
methods toward more technology-integrated learning.

“Education and digital access are critical drivers of long-term 
socio-economic development,” says Elizabeth Naidoo, Chief 
Financial, Risk and Compliance O�cer at Datacentrix. 
“Through these initiatives, we aim to support institutions that 
are making a meaningful di�erence in their communities and 
contribute to building future-ready skills across South Africa.”

Datacentrix has reinforced its ongoing commitment to local education and skills 
development through a series of recent corporate social investment (CSI) initiatives 
supporting schools in Gauteng and KwaZulu-Natal.

Datacentrix continues to invest 
in education through targeted CSI
donations across South Africa
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Future Scenarios: The South African 
Broadband LEO Industry
By Dr. Dawie de Wet, Group CEO at Q-KON, a leading satellite engineering firm pioneering 
Twoobii Smart Satellite Services in Africa

The South African satellite industry is at a pivot point. With 
Eutelsat-OneWeb, Starlink, Amazon Leo (formerly Project 
Kuiper), and China's SpaceSail entering the fray, the 
market is no longer just about technology – it is a complex 
intersection of US, European and Chinese interests within a 
strictly regulated local ecosystem.

South Africa's telecommunications success is built on a 
robust regulatory framework. While this framework 
protected national interests, LEO satellite networks present 
a unique challenge: the infrastructure exists in orbit, 
technically “beyond” national borders. The Electronic 
Communications Act remains the gatekeeper, so for global 
operators to legally provide service, they must adhere to 
local licensing and ownership requirements. The following 
scenarios explore how this tension between global 
technology and local policy might resolve.

Current market status (2024-2026)
As of early 2026, satellite broadband remains a niche 
player. Per ICASA's recent ICT data:

· Satellite subscriptions: ~13,600 (less than 2% of 
wireless broadband)

· Growth context: Fixed wireless and Fibre-to-the-Home 
(FTTH) dominated 2024/25 growth, with FTTH 
reaching 2.4 million subscriptions. This highlights a 
significant "unserved" gap that LEO constellations are 
positioned to fill. 

Scenario 1: Steady-growth (wholesale model)

· The catalyst: ICASA maintains its current framework, 
emphasising local industry participation. Global 
operators adapt by partnering with local ISPs via a 
wholesale distribution model.

· The structure: Established local ISPs serve as the 
primary channel, managing diverse price points and 
high-touch customer support.

· The outcome: Steady, sustainable growth matching 
the wireless sector's 38% CAGR. Uptake reaches 
150,000 users within 5 years, eventually scaling to                 
1 million. 

Scenario 2: Burst-limited (direct-to-consumer)

· The catalyst: Regulations are amended to allow direct-
to-market supply by global entities (e.g. via Equity 
Equivalent Investment Programmes).

· The structure: Global operators bypass local ISPs, 
using e-commerce platforms, credit card payments and 
self-install kits.

· The outcome: A rapid initial surge (100,000 terminals in 
2 years) driven by high-income early adopters. However, 
growth plateaus at 250,000 as the model struggles to 
penetrate lower-income segments or complex 
enterprise needs. 

Scenario 3: Delayed-growth (market unreadiness)

· The catalyst: The regulatory stance remains firm 
(wholesale), but technical or financial hurdles – such as 
high terminal costs or capacity constraints – slow global 
adoption.

· The structure: Local ISPs become vital “expectation 
managers”, bridging the gap between immature global 
tech and on-the-ground realities. 

· The outcome: Roll-out is sluggish, reaching only 
100,000 users after 5 years. While the long-term 
potential remains 1 million, the digital divide persists for 
longer.

The arrival of LEO broadband in South Africa is inevitable; 
the "how" is what matters. Based on current market 
dynamics, the steady-growth (wholesale) model o�ers the 
most comprehensive benefit. By merging the technical 
scale of global constellations with the local expertise of 
operators like Q-KON and their Twoobii Smart Satellite 
Services, South Africa can ensure high-speed access 
reaches the full spectrum of the population – from rural 
schools to urban enterprises.

Visit our website: www.qkon.com
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The rise of response-ready 
cybersecurity

Phishing is a good example – it's no longer clumsy or obvious 
but instead is more sophisticated than ever. Threat actors 
understand the policies and tooling that organisations use, 
and they know how certain rules can be relaxed to gain 
access. Through obfuscation and other techniques, a threat 
can enter an environment quite legitimately, and 
preventative controls alone won't necessarily stop access.

Data breaches are real. In fact, based on what we're seeing in 
the field, they're happening more often than many 
organisations would like to admit. It only takes one click – 
one person – and if your response capability isn't up to 
speed at that point, you're not dealing with a minor issue but 
a potential catastrophe. 

From there, every preventative control you've invested in can 
become irrelevant. Your incident response capability needs 
to kick in immediately: isolating the threat, containing it and 
choking o� the oxygen before it can propagate further 
through the environment.

So, how do you balance prevention and response? The reality 
is that you don't have a choice: one shouldn't be prioritised 
over the other, but response is becoming increasingly critical 
in determining outcomes.

The discipline of response: practise or pay the price
Response readiness isn't something you design once and 
then forget. It needs to be tested regularly. Ideally, 
organisations should be running simulations at least 
monthly, especially against critical applications. It keeps risk 
top of mind, particularly for people who aren't security-
focused day to day. It also exposes how teams actually 
respond under pressure and whether your processes are 
e�cient enough.

Many organisations work towards a four-hour response and 
resolution window. That means isolating the threat, stabilising 
the environment and resuming business operations within 
that timeframe – but you don't get there by accident. If you 
don't practise, you won't perform when it matters. It's the 
same principle as sport; training is what determines whether 
or not you hit the mark under pressure.

Ransomware: a clear test of resilience
Nowhere is the shift from prevention to response more visible 
than in ransomware attacks. These attacks have evolved 
rapidly, and they no longer fit neatly into categories like 
malware, worms or classic ransomware. Today, they're often a 
combination of techniques, aimed at locking organisations out 
of their own information.

One of the primary attack vectors is still the user, because 
threats are delivered in ways that appear completely 
legitimate. Attackers understand the limits of security tools 
and how far automated scanning typically goes, and they 
exploit trusted communication channels, sometimes even 
accounts of colleagues that have been compromised.

Attackers often begin with credential harvesting. Once they 
gain access, ransomware may follow, but it's rarely the first or 
only stage. Platforms exist that scrape publicly available 
information from across the internet and social media, 
building profiles on individuals and organisations. That 
includes emails, phone numbers, images and employment 
details. Threat actors then use this information to 
impersonate people convincingly, sending emails or messages 
that appear authentic.

Corporate networks are generally secure, so attackers often 
target users on mobile devices, where controls are weaker. A 

Kyle Pillay, Security as a Service Manager at Datacentrix

If there's one thing the current threat landscape has made clear, it's that prevention and 
response readiness aren't mutually exclusive – instead, you need both. Preventative controls 
are essential, but the uncomfortable truth is that they're never a guarantee of protection.
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Kyle Pillay, 
Security as a 

Service Manager 
at Datacentrix

seemingly innocent WhatsApp link can lead to credentials 
being exposed without the protections present on laptops. 
The moment something seems out of character, it's critical 
to pause, verify and close the loop. A simple phone call can 
prevent compromise.

The key lesson here: ransomware highlights why 
preparedness and response matter more than prevention 
alone. Even the most advanced preventative controls can 
fail, but an organisation that is resilient, well-practised and 
ready to respond can isolate the threat quickly, contain it 
and resume normal business operations without needing to 
pay the ransom.

What resilience actually looks like
A mature ransomware resilience strategy is built on a 
governance-driven, risk-based approach. It requires due 
diligence across the organisation, not just within IT. That 
includes governance checkpoints, policy reviews and 
alignment with recognised frameworks and standards. It's 
about becoming data-centric, understanding where your 
data resides and ensuring that everything supporting it is 
secure.

That means hardened infrastructure, closed ports, patched 
operating systems and e�ective vulnerability management 
to keep systems aligned with best practice and benchmark 
standards, but it also means something broader: a culture 
of resilience.

Ultimately, mature organisations understand the 
importance of business continuity planning, disaster 
recovery, regular simulations and ongoing policy reviews. 
Because resilience isn't built in a single layer, cybersecurity 
must put equal focus on people, processes and technology 
working together. Each of those elements needs equal 
attention if an organisation wants to build real resilience. 

If there's a single shift that organisations need to make, it's 
to stop thinking purely in terms of prevention and start 
thinking in terms of preparedness. There's no way to be 100 
percent safe, but you can be ready and, in today's 
environment, readiness is what determines whether an 
incident becomes a disruption or a full-blown crisis.

Data breaches are real. In fact, based on what we're seeing in the field, 
they're happening more often than many organisations would like to 
admit. It only takes one click – one person – and if your response 
capability isn't up to speed at that point, you're not dealing with a 
minor issue but a potential catastrophe. 

Prevention and
response balance

Phishing-
resilient users

Resilience beyond 
prevention

Rapid threat
containment

Response
discipline
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Ashraf Davids, 
Solutions Manager
for Digital Business 

Solutions
at Datacentrix

According to Ashraf Davids, Solutions Manager for Digital 
Business Solutions at Datacentrix, the conversation is 
rapidly shifting from experimentation with generative AI to 
the operational impact of agentic AI, a move that could 
very much reshape the way in which universities function.

“Generative AI has proven its value in enhancing 
productivity and supporting teaching and learning,” says 
Davids. “But agentic AI is where higher education 
institutions can see real transformational change, 
particularly when it comes to administration, compliance 
and decision making.”

From content creation to autonomous action
For many education environments, generative AI has 
become familiar territory. It can be used to summarise 
documents, assist with lecture preparation and support 
students with research, as well as responding to prompts on 
demand. Its value lies in speed, scale and accessibility.

Agentic AI, however, goes beyond assistance into the realm 
of action. Unlike generative models that wait for input, 
agentic AI systems can reason, make decisions and execute 
tasks autonomously across multiple systems.

“An agentic AI doesn't just answer a question,” Davids 
explains. “It can complete an end-to-end process, validate 
inputs, apply rules, trigger approvals, update systems and 
provide an auditable record of every step.”

This distinction is particularly significant for higher 
education organisations grappling with complex 
administrative workloads, growing student numbers and 
constrained resources.

Admissions, engagement and student success
Davids maintains that one of the most immediate 
opportunities for agentic AI in education lies in student 
admissions. While generative AI can summarise applications 
and supporting documents, agentic AI can take 
responsibility for the workflow itself. It can validate 
documentation, flag missing information, prompt applicants 
automatically, update internal systems and communicate 
application status in real-time, all while logging actions for 
audit and compliance purposes.

Artificial intelligence has already secured a foothold in higher education, but institutions 
are now entering a more consequential phase of adoption. 

Agentic AI and
the future of 
higher education

Ashraf Davids, Solutions Manager for 
Digital Business Solutions at Datacentrix
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Generative AI has proven 
its value in enhancing 
productivity and 
supporting teaching and 
learning. But agentic AI is 
where higher education 
institutions can see real 
transformational change, 
particularly when it comes 
to administration, 
compliance and decision 
making.

Beyond admissions, agentic AI also enables more proactive 
student engagement. By integrating with learning 
management systems and institutional data sources, 
agentic AI can identify at-risk students, trigger alerts, 
schedule interventions and escalate issues to academic or 
support sta� when necessary.

“In this model, AI becomes more of an operational partner,” 
he continues. “It supports sta� by removing administrative 
friction, while still ensuring that humans remain in control 
of decisions that require judgment or empathy.”

Compliance as the foundation, not an afterthought
While enthusiasm for AI adoption is growing, Davids 
stresses that compliance and governance must underpin 
every deployment, particularly in regulated environments 
such as education. With a significant portion of employees 
already using public AI tools, institutions face increasing 
exposure to data leakage, intellectual property loss and 
regulatory risk.

“A recent global survey by the University of Melbourne and 
KPMG stated that emerging economies are leading in 
employee adoption, with 72% using AI regularly compared 
to 49% in advanced economies. However, fewer than half of 
businesses currently have an AI governance policy in place.

“Once sensitive data leaves your environment, you lose 
control,” he warns. “This is why governance, role-based 
access and auditability are non-negotiable. We've seen a 
number of issues globally arising around unsanctioned 
tools, audit trails, user tracking and control. For instance, 
the French competition authority, Autorité de la 
concurrence, fined Google more than $271 million due to 
copyright issues relating to large language models (LLMs) 
and lack of governance. And Italy's data watchdog 
penalised an AI chatbot developer, charging the company 
more than €5.6 million. These are significant costs and 
emphasise what can happen when compliance isn't taken 
seriously.

“In South Africa, legislation such as POPIA is already 
shaping how organisations handle data, and these global 
enforcement actions signal that regulators are paying close 
attention to AI governance. Agentic AI systems, by their 
nature, amplify both the benefits and the risks of 
automation, making compliance-by-design essential.

“Questions to ask should include the following: Which 
licences are in use? Where are chats being stored? How 
compliant are they with legislation and institutional 
policies? Are you able to monitor the data that goes into AI 
tools? Can you track who is doing what across 
departments? Is your intellectual property protected? Are 
you putting your business at risk due to lack of 

compliance? Are your employees using public or free AI 
tools? Have you blocked public LLMs from corporate 
networks?”

Datacentrix's approach focuses on secure, governed AI 
environments where interactions are contained, monitored 
and auditable. “You need to know who is using AI – role-
based access is very important – as well as having an 
understanding of the data that users are accessing and how 
decisions are being made,” says Davids. “Without this type 
of visibility, the risk quickly outweighs the reward.”

A new operating model for higher education
As higher education institutions look to scale operations 
while improving student experience, agentic AI o�ers a 
compelling path forward.

“Generative AI can most definitely help to enhance learning 
and knowledge work, but it is agentic AI that has the 
potential to redefine institutional operations, from 
admissions and administration to student support and 
compliance management.

“The real shift is not technological, it's organisational. 
Agentic AI enables institutions to rethink how their work is 
done. Those that embed security, governance and purpose 
into their AI strategies from the outset will be best 
positioned to realise its full value,” Davids concludes.
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As Sunil Singh, Divisional Managing Director: Managed 
Services & eNetworks, a wholly owned Datacentrix 
company and ISP, explains, the cloud is often the unsung 
hero – quietly enabling data, the raw material from which 
intelligence is forged.

From cloud adoption to intelligent transformation
Too often, Singh explains, cloud adoption is seen as a tick-
box exercise, focused on moving applications from on-
premises to the cloud. “But the real opportunity here lies in 
transformation, and at the heart of this is data. If cloud is 
the behind-the-scenes champion, then data is the golden 
thread weaving intelligence throughout the enterprise.

“At the end of the day, AI is only as e�ective as the data it 
consumes, and the cloud is essentially the ecosystem 
where this data converges. By unifying structured and 
unstructured data from across the enterprise, 
organisations unlock richer insights.”

Cloud powers AI at scale
For AI to deliver enterprise-grade value, it needs 
infrastructure that can handle unpredictable workloads, 
vast data volumes and complex integrations. 

“Unfortunately, traditional IT infrastructures can limit the 
speed, volume and flexibility required to make AI impactful,” 
Singh notes. “What is required is a cloud-native 
architecture able to provide the elasticity, connectivity and 
continuous data flows that allow AI to operate seamlessly 
across the business, detecting anomalies, trends and 
opportunities as they happen.”

While technology provides the foundation, the true 
measure of cloud-enabled AI lies not in the tools 
themselves but in the tangible business outcomes they 
enable, he adds.

Turning potential into performance
Yet, while the combination of cloud and AI unlocks 
enormous potential, success is not a given.

Organisations must navigate a set of practical and strategic 
challenges to realise meaningful value. These include 
reliable connectivity, safeguarding data, addressing cultural 
shifts and proving clear return on investment (ROI).

“These hurdles require deliberate planning and execution,” 
Singh continues. “Only by tackling them head-on can 
businesses turn cloud-native AI into a sustainable 
competitive advantage.”

By aligning scalable cloud infrastructure, intelligent AI 
capabilities and a strong data-driven culture, businesses 
can unlock new levels of agility, innovation and resilience.

“Many companies might wonder where to start,” says 
Singh. “The first step is a strong data strategy. Piloting AI 
use cases early and embedding governance throughout the 
cloud are also essential. Addressing challenges upfront 
ensures the transformation remains both secure and 
sustainable. The message is clear: organisations that 
embrace cloud-native AI today will define the competitive 
edge of tomorrow.” 

Cloud + data = AI

Cloud has become the backbone of modern business, but its true value only 
fully emerges when paired with data and artificial intelligence (AI).

By aligning scalable cloud 
infrastructure, intelligent AI 
capabilities and a strong 
data-driven culture, 
businesses can unlock new 
levels of agility, innovation 
and resilience.
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A sustainable future is achievable by transforming the role 
of AI from a supporting tool into an integrated capability in 
core production activities. The key lies in leveraging AI to 
guide the development of information infrastructure and 
establish a digital, intelligent foundation for sustainable 
business growth. 

AI in the resources industry has largely been confined to 
isolated use cases such as visual monitoring and 
automated inspections. These deliver local e�ciency gains 
but remain peripheral to production systems. AI is moving 
into more complex, higher-value processes that have relied 
on human expertise. This marks a shift from automation at 
the edge to intelligence at the core of industrial operations. 
AI in core production systems represents a reengineering 
of workflows, merging data with mechanical understanding 
– turning human expertise into reusable industrial AI 
models. AI is not replacing human expertise; it is capturing 
and scaling it.

Intelligent foundations: The resources industry grapples 
with extreme environments, poor connectivity and complex 
data acquisition. ICT development that aligns with high-
impact AI value scenarios can steer iterative development 
of the digital foundation in line with business priorities. 
Digital architecture – from data acquisition, through 
resilient connectivity, to integrated platforms – ultimately 
enables AI to deliver better quality and safer production. 

Huawei has introduced MineHarmony, a specialised 
Industrial Internet of Things (IoT) operating system that 
unifies data standards across equipment, enabling “free 
flow” data that supplies high-quality input for AI training 
and  decision making.

The company has also developed an intrinsically safe 
slicing network architecture that simplifies multi-network 
setups. 4G and 5G advances, high-bandwidth low-latency 
fibre connectivity and IP networks, as well as the Huawei 

Industrial AI: The shift from 
operational support tool to core 
production intelligence engine

Cloud Stack hybrid cloud solution, are enabling real-time 
processing and collaboration between edge and cloud 
environments, essential for operations with fluctuating 
workloads and latency-sensitive operations.

Value-construction and system-wide intelligence: 
Intelligent transformation involves redefining the underlying 
logic of systems through deep integration of “value 
creation” and “construction”. When MineHarmony enables 
equipment to "speak," when network slicing smooths data 
flow, and when cloud-edge architecture provides flexibility – 
AI, fueled by high-value scenario data, can mature into a 
core productive force. 

Building the AI-enabled mine: The next phase of 
transformation depends on integrating AI across the full 
production lifecycle. This demands an ecosystem approach 
that combines high-quality data, multimodal AI models and 
domain-specific expertise to build end-to-end intelligence 
pipelines. These connect operational scenarios with AI 
models and automated agents, creating continuous 
feedback loops that improve performance over time. 
Equally important are industry middleware platforms that 
integrate advanced AI models with resource-specific 
processes, enabling faster deployment of practical 
solutions.

A new production paradigm: The resources sector is 
moving toward a future where AI functions as a system-
wide intelligence layer – an “industrial brain” that enhances 
human expertise, optimises operations and supports 
sustainable growth. While challenges remain, the direction 
is clear: AI will define the next generation of productivity, 
safety and resilience in mining. 

Huawei remains committed to building a robust AI 
infrastructure and an open, collaborative environment with 
our ecosystem partners, providing practical support 
tailored to this sector. 

Artificial intelligence (AI) is reshaping the resources industry. This sector, which forms the 
lifeblood of national economies, is undergoing a profound transformation, driven by labour, 
increasing safety and security requirements, and the global push for decarbonisation
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Cloud cost 
optimisation
becomes a 
strategic priority

As cloud adoption accelerates, many organisations find 
themselves paying for resources they don't use, including 
oversized instances, idle virtual machines and underutilised 
storage. Gert Haasbroek, Senior Cloud Architect at a 
leading hybrid ICT systems integrator and digital 
transformation partner, Datacentrix, notes that e�ective 
cloud cost management has become a critical discipline 
that requires continuous observability, resource 
optimisation and strategic FinOps-aligned planning.

“Moving to the cloud is not a once-o� activity,” he explains. 
“Optimisation should begin while workloads are still on-
premises and continue throughout the life cycle of cloud 
adoption. The key is shifting from static provisioning to a 
data-driven optimisation model.”

The hidden cost of convenience
Cloud platforms have allowed businesses to launch 
infrastructure globally with minimal upfront investment, 
avoiding the upfront capital expenditure traditionally 
associated with on-premises systems.

However, this flexibility can also lead to ine�ciencies. 
Industry research indicates that as much as 35% of cloud 
spending is wasted due to poor management and a lack of 
visibility.

“Some of the hardest waste to eliminate comes from what 
we call 'zombie resources',” Haasbroek says. “These are 
items that were created for a specific purpose and then 
forgotten, such as snapshots. Individually, they may cost 
very little, but over time this accumulates and significantly 
increases overall cloud spend.”

Development and testing environments are another frequent 
source of unnecessary costs. “These systems are often left 
running around the clock, even though they're only needed 
during working hours. Simply shutting them down when not 
in use can deliver meaningful savings,” he adds.

Analytics-driven optimisation becomes essential
Visibility is central to addressing cloud ine�ciencies. 
Haasbroek emphasises that businesses must continuously 
monitor workload behaviour to ensure resources are aligned 
with actual demand.

“At Datacentrix, we analyse workloads over defined periods, 
typically at least 30 days, to understand usage patterns,” he 
explains. “This allows us to identify peak and idle periods and 
determine where resources can be right-sized. Once 

Cloud computing has fundamentally reshaped how organisations deploy, manage and scale 
IT infrastructure, replacing rigid, capital-intensive systems with flexible, on-demand services 
that can expand or contract as business needs evolve. Yet this flexibility has also introduced 
a new and often underestimated challenge: cost control.

Local providers o�er rand-based 
pricing with more predictable 
monthly costs, and zero egress 
costs, which removes uncertainty 
and makes budgeting far easier.
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workloads are in the cloud, this analysis should continue 
on an ongoing basis.”

Cloud-native monitoring tools, combined with advanced 
analytics, enable organisations to track compute, memory 
and storage usage in real-time. This allows IT teams to 
make incremental adjustments, rather than dramatic 
changes that could risk performance or service availability.

“It's important to take a measured approach,” Haasbroek 
notes. “If analytics suggest reducing resources, do so 
gradually and review the impact. Optimisation is a 
continuous process, not a once-o� correction.”

Accountability drives e�ciency
Beyond technical optimisation, organisational governance 
also plays a critical role in controlling cloud costs. One of 
the most e�ective methods is implementing structured 
tagging frameworks to track resource ownership.

“Proper tagging allows organisations to accurately allocate 
costs to specific departments,” Haasbroek explains. “When 
teams can see exactly what their workloads cost, they 
become more accountable and far more intentional about 
what they deploy and maintain.”

This visibility helps eliminate unnecessary provisioning 
while encouraging more responsible consumption across 
the organisation.

Designing to optimise from the start
Cost optimisation is most e�ective when addressed at the 
architectural stage, rather than retroactively.

“Cloud environments must be properly designed from the 
beginning,” Haasbroek says. “A common mistake is simply 
replicating on-premises environments in the cloud without 
rethinking how workloads should be structured. The cloud 
o�ers opportunities to consolidate workloads, use smaller 
instances or adopt more e�cient platform services.”

He adds that cloud provider selection also influences long-
term cost predictability, particularly in regions a�ected by 
currency fluctuations or data transfer fees. “Local 
providers, like Datacentrix, o�er rand-based pricing with 
more predictable monthly costs, and zero egress costs, 
which removes uncertainty and makes budgeting far 
easier.

“A great outcome is engineered, not improvised,” 
Haasbroek concludes. “With the right analytics, 
architecture and governance in place, organisations can 
ensure that their cloud environments deliver both 
performance and cost e�ciency, supporting sustainable 
digital growth.”

Gert Haasbroek 
Senior Cloud 

Architect
at Datacentrix

Reduced waste & right sized

Visibility-led accountability

FinOps-driven optimisation

Smarter architecture, lower cost

Turning cloud flexibility 
into measurable financial 
outcomes

Optimise spend, maximise value
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Positioning itself as a leading hybrid ICT systems 
integrator and digital transformation partner, Datacentrix, 
through its subsidiary eNetworks, incorporates LEO 
satellite connectivity into its enterprise connectivity 
portfolio, enabling greater flexibility in the design of 
resilient, high-availability environments.

According to David Erwee, Head of Architecture – 
Datacentrix Managed Services, many towns, particularly in 
outlying regions, still depend on a single fibre or microwave 
provider to service an area.

“This creates real operational risk for any business with 
operations in these areas,” he explains. “LEO satellite 
provides an enterprise-grade, last-mile redundancy option 
that can be deployed quickly and integrated cleanly into a 
broader managed network architecture.

“From an engineering perspective, this is a meaningful step 
forward. LEO satellite services di�er significantly from 
traditional medium Earth orbit (MEO) and geostationary 
Earth orbit (GEO) satellite technologies in that the satellites 
operate much closer to earth, meaning that latency is 
dramatically lower and bandwidth is substantially higher.”

The result, says Erwee, is a satellite service capable of 
supporting real-time workloads such as voice, video, cloud 
applications and interactive systems, without the stutter and 
delay historically associated with satellite connectivity.

“Just as importantly, this is now achievable at a cost point 
that makes sense for mainstream enterprise use – not only 
niche scenarios.

As enterprise dependency on always-on digital services continues to grow, organisations 
operating in remote and infrastructure-constrained areas are re-evaluating how they 
design resilient networks. Low Earth orbit (LEO) satellite technology is increasingly 
emerging as a practical, enterprise-grade option to address these challenges.

Low Earth orbit satellite 
connectivity reshapes options 
for remote, resilient networks
David Erwee, Head of Architecture, Datacentrix Managed Services

· Last-mile redundancy for branch and regional 
o�ces 

· Rapid turn-up of new sites and temporary 
facilities 

· Business continuity and disaster recovery links 
· Connectivity for remote energy, logistics and 

industrial sites
· Retail and financial services locations in rural 

areas
· Event, construction and project-based 

connectivity
· Secure out-of-band management paths
· Border, security and environmental monitoring 

locations

LEO satellite use cases
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“Within the Datacentrix Managed Services division, we 
believe that LEO satellite can play two important roles. 
The first is as a resilient backup link for enterprise sites 
where only a single terrestrial provider is available. The 
second is as a primary connectivity option where no fixed 
infrastructure exists at all. Both models are fully 
supported under enterprise service levels, with 
monitoring, management and SLA-backed uptime.”

Erwee maintains that Datacentrix has seen strong 
success with LEO satellite technology in sectors such as 
agriculture, mining and tourism. “Typical deployments 
include farms, mines, lodges, game reserves and remote 
operational facilities,” he comments. “It is equally e�ective 
for temporary deployments such as disaster 
management or construction sites, and deployment can 
be done in less than an hour.”

Beyond these, he adds, there are several high-value 
enterprise use cases where LEO satellite technology could 
also be used. These include:
· Last-mile redundancy for branch and regional o�ces.
· Rapid turn-up of new sites and temporary facilities.

Datacentrix's objective is straightforward: to remove location as a 
constraint on reliable, high-performance enterprise connectivity. By 
including LEO satellite in our connectivity design toolkit, we can build 
more resilient networks, reduce single points of failure and deliver 
viable connectivity to places that previously had limited or no practical 
options.

Enterprise-grade performance 

Fast deployment  

Low latency  

Always on

High-performance Low Earth Orbit satellite 
connectivity

· Business continuity and disaster recovery links.
· Connectivity for remote energy, logistics and industrial 

sites.
· Retail and financial services locations in rural areas.
· Event, construction and project-based connectivity.
· Secure out-of-band management paths.
· Border, security and environmental monitoring 

locations.

“Datacentrix's objective is straightforward: to remove 
location as a constraint on reliable, high-performance 
enterprise connectivity. By including LEO satellite in our 
connectivity design toolkit, we can build more resilient 
networks, reduce single points of failure and deliver viable 
connectivity to places that previously had limited or no 
practical options,” Erwee concludes.

Datacentrix's LEO satellite services are available on 
consumption-based models, where hardware is bundled 
into the service, as well as lower recurring cost models 
where hardware is purchased upfront. This allows 
customers to balance capital and operational expenditure 
while still achieving enterprise-class connectivity outcomes. 

Enterprise connectivity – when and where you need it.

Removing location as a constraint on reliable, high-performance enterprise connectivity
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For years, businesses have focused on collecting and 
storing data. Information now exists across emails, 
contracts, collaboration platforms, shared drives, cloud 
repositories, enterprise applications and archives. However, 
volume alone does not create value. The reality is that 
much of this data remains unmanaged, inaccessible or 
underutilised. Often referred to as 'dark data', this growing 
pool of hidden enterprise information is becoming one of 
the biggest obstacles to meaningful AI adoption.

Research conducted by IBM suggests that more than 60% 
of organisations estimate at least half of their data is dark, 
while approximately one-third believe dark data accounts 
for 75% or more of their total information estate. These 
figures point to a significant disconnect between data 
accumulation and business value. This matters because AI 
does not create intelligence from nothing, but rather 
amplifies what already exists. If information is fragmented, 
duplicated, outdated or poorly governed, then AI outcomes 
reflect those same weaknesses.

Organisations are information rich but intelligence poor 
The root causes of dark data could include information 
silos across departments, ageing legacy platforms, a lack 
of governance, incomplete integration, compliance irony 

(when information is stored well beyond the mandatory 
period), or changing organisational priorities, where 
collection is prioritised over analysis.

Notably, says McKinsey, 70% of software used by Fortune 
500 organisations is more than 20 years old, a statistic 
that illustrates the scale of modernisation challenges many 

Shedding light 
on dark data;
a critical 
step before AI 
can deliver value

Shakeel Jhazbhay, General Manager: Digital Business Solutions at Datacentrix

With artificial intelligence moving rapidly moved from experimentation to strategic 
priority, today's businesses are collecting more information than ever before. However, 
many are overlooking a fundamental question during this process: is the information 
feeding these AI initiatives actually ready?

Research conducted by IBM 
suggests that more than 60% of 
organisations estimate at least 
half of their data is dark, while 
approximately one-third believe 
dark data accounts for 75% or 
more of their total information 
estate.
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enterprises still face. This also draws attention to the fact 
that, realistically, organisations cannot expect AI to 
compensate for decades of fragmented information 
practices. These factors all contribute to create a situation 
where organisations appear data rich on the surface but, in 
actual fact, they lack the ability to transform the 
information into actionable intelligence. The challenge 
becomes even more significant as AI initiatives expand.

What are the business consequences of dark data? 
Poor information management is often treated as an IT 
issue, but its impact extends far beyond technology. For 
example, from an operational perspective, organisations 
experience reduced productivity as employees spend more 
time searching for information or recreating existing work. 
In terms of collaboration, poor version control and 
disconnected repositories make it harder for teams to work 
e�ciently and confidently. 

Security and compliance exposure also increase. Sensitive 
information may remain stored longer than necessary, 
retention requirements become di�cult to enforce, and 
organisations risk falling short of regulatory expectations.

Customer outcomes are a�ected too. Delayed responses, 
repetitive requests and fragmented information ultimately 
reduce service quality and satisfaction. At the same time, 
businesses lose agility because they cannot confidently 
adopt automation or safely scale AI initiatives.

Information readiness foundational to AI success
One of the greatest misconceptions surrounding AI is that 
implementation begins with selecting a platform or 
deploying a use case. In reality, AI readiness actually begins 
with information readiness. This means organisations need 
to establish a structured approach to understanding and 
improving their information environments. But where do 
they start?

Ideally, the process should kick o� with an audit of existing 
information assets to identify where content resides, who 
owns it and how it is being used. From there, businesses 
need to classify their data, di�erentiating between 
unstructured, semi-structured and structured assets. The 
third step is to address, or cleanse, what is commonly 
known as ROT data – information that is redundant, 

Shakeel Jhazbhay, 
General Manager: 
Digital Business 

Solutions at 
Datacentrix

obsolete or trivial – to immediately reduce storage costs. 
Next, companies should establish stronger governance 
practices across repositories and workflows implement 
strict policies for data retention and destruction. Only once 
this foundation is in place should organisations accelerate 
AI deployment, introducing Al/ML tools to parse 
unstructured data and redact sensitive info.

Those that win with AI won't necessarily move first
The businesses that ultimately derive the greatest value 
from AI are unlikely to be those deploying technology the 
fastest. Instead, success will belong to those creating 
visibility, governance and trust across their information 
environments.

For organisations looking to unlock the next phase of digital 
transformation, illuminating dark data is no longer optional. 
It is becoming the prerequisite for turning information into 
usable intelligence.

The businesses that ultimately derive the greatest value 
from AI are unlikely to be those deploying technology the fastest. 
Instead, success will belong to those creating visibility, governance 
and trust across their information environments.
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For years, the focus has been on visibility. Businesses have 
invested heavily in tools to monitor networks, scan for 
vulnerabilities and track activity across ingress and egress 
points. On paper, it might look comprehensive but in 
practice though, it can create a false sense of assurance.

“The biggest gap isn't visibility,” says Kyle Pillay, Security as 
a Service Manager at Datacentrix. “It's the ability to 
measure whether the controls already in place are actually 
working.”

Modern attack surfaces are vast, stretching across internal 
systems, cloud environments and external-facing 
infrastructure. Organisations can run penetration tests, 
undergo footprinting, identify vulnerabilities and flag known 
CVEs (common vulnerabilities and exposures), but that only 
tells part of the story.

“What's often missing is the ability to measure the e�cacy 
of existing controls,” Pillay explains. “Organisations can have 
all the right tools in place, but if it isn't possible to validate 
how they perform under real conditions, they're operating 
on assumption. This is where approaches such as 
continuous threat exposure management (CTEM) are 
gaining traction, shifting the focus from static visibility to 
continuous validation.”

Exposure is expanding faster than control
If measuring e�ectiveness is already a challenge, the 
problem becomes significantly more complex when 
factoring in shadow IT, cloud sprawl and AI.

“Shadow IT and cloud sprawl increase the risk of exposure 
exponentially,” says Pillay. “And even that feels like an 
understatement. Unmanaged cloud instances, 
unsanctioned applications, shared drives and decentralised 
environments create blind spots that traditional security 
models struggle to cover. When assets fall outside formal 

governance, they are often left unmonitored and unprotected. 
The reality is simple,” he adds. “What you can't see, you can't 
protect.”

AI is compounding this issue from the attacker's side. Threat 
actors are now using it to continuously scan, probe and 
analyse environments at scale, e�ectively running their own 
automated discovery and exploitation processes. “They're 
doing their own reverse version of CTEM, constantly looking 
for gaps, misconfigurations and exposed assets,” Pillay notes. 
“This is why visibility and speed are critical, because the longer 
something sits exposed, the higher the risk.”

Despite the growing complexity, anticipating threats before 
they are exploited is still possible; but only with a more 
integrated, layered approach.

“It comes down to connecting the dots,” he continues. “This 
starts with real-time event correlation, typically through a 
SIEM platform, combined with managed vulnerability practices 
that extend beyond traditional scanning. We're e�ectively 
looking at three things at once: gaps in infrastructure; 
vulnerabilities in controls; and behaviour within the network 
and data flows. When these layers are aligned, anomalies begin 
to stand out, allowing organisations to identify risks earlier and 
act before they escalate.”

Building a proactive security posture
For many organisations, the next step is moving towards a 
more proactive attack surface management (ASM) strategy, 
driven by governance and data alignment.

“A proactive ASM programme comes down to maturity,” says 
Pillay. “It's about having the right metrics and making sure they 
tie back to real-world threat behaviour. This includes mapping 
internal metrics against known attacker tactics, techniques 
and procedures (TTPs), enabling organisations to prioritise 
risks based on how attacks actually unfold in practice.”

Rethinking 
attack surface
management

If there's one shift currently defining cybersecurity today, it's not that organisations aren't 
able to see their attack surface, it's the fact that they're struggling to understand it.
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Frameworks such as MITRE ATT&CK are increasingly 
being used to guide this process, while AI is also playing a 
role internally, helping to reduce noise and highlight what 
matters most.

“Ultimately, the change taking place in cybersecurity is 
one of mindset,” Pillay states. “Many organisations are 

actively monitoring, scanning and collecting data, but 
activity alone does not equal capability. Without the ability 
to validate, prioritise and respond e�ectively, these 
activities risk becoming little more than background noise. 
The gap between activity and capability is where the real 
risk sits, and how it is closed will define e�ective 
cybersecurity going forward,” he concludes.

Continued from page 29
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