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Cybercrime
a real job that pays



Breaking News – You have been HACKED!!

Mar’21 Jul’21Aug’20Jun’20Oct’19



R0

R50

R100

R150

R200

R250

Con
ti

Rev
il /

 So
dino

kib
i

Dark
Sid

e

Moun
tLo

cke
r

Blac
kM

att
er

Egreg
or

Qlocke
r

Med
usa

Lo
cke

r

Su
nC

ryp
t

Netw
alk

er

B
ill

io
ns





Common Approach Found

Internet based scans for 
Open Exploits 
Thousands of BOTS are 

configured to scan global or 

targets systems daily

Exfiltrate users' identities 
through credential theft
Exploits are used to drop Malware to 

compromise accounts and exfiltrate 

date over common protocols 

Find the users to target 
and elevate access
Various methods are then used to 

find credentials or even more 

recently target users 

Deploy Malware and 
create foothold 
Deploy patient zero and start 

lateral movement to create 

foothold for cyber breach
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Thank you


